
We do not collect student dataDescribe where the student data or teacher or principal data will 
be stored, described in such a manner as to protect data security, 
and the security protections taken to ensure such data will be 
protected and data security and privacy risks mitigated.

NYCRR - 121.3
(b)(5):

We do not collect student dataHow can a parent, student, eligible student, teacher or principal 
challenge the accuracy of the student data or teacher or principal 
data that is collected?

NYCRR - 121.3
(b)(4):

July 1, 2021 - June 30, 2022What is the duration of the contract including the contract's 
expected commencement and expiration date? If no contract 
applies, describe how to terminate the service. Describe what will 
happen to the student data or teacher or principal data upon 
expiration. (e.g., whether, when and in what format it will be 
returned to the educational agency, and/or whether, when and 
how the data will be securely destroyed and how all copies of the 
data that may have been provided to 3rd parties will be securely 
destroyed)

NYCRR - 121.3
(b)(3):

We do not use SubcontractorsWill the organization use subcontractors? If so, how will the 
organization ensure that the subcontractors, or other authorized 
persons or entities to whom the third-party contractor will disclose 
the student data or teacher or principal data, if any, will abide by 
all applicable data protection and security requirements, including 
but not limited to those outlined in applicable State and Federal 
laws and regulations (e.g., FERPA; Education Law section 2-d, 
NIST Cybersecurity Framework)?

NYCRR - 121.3
(b)(2):

We do not collect Student DataWhat is the exclusive purposes for which the student data or 
teacher or principal data will be used, as defined in the contract?

NYCRR - 121.3
(b)(1):
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see our privacy notice. 
www.cengage.com/privacy (i)except for 
authorized representatives of the third-party 
contractor such as a subcontractor or assignee 
to the extent they are carrying out the contract 
and in compliance with State and Federal law, 
regulations and its contract with the educational 
agency; or (ii)unless required by statute or court 
order and the third-party contractor provides a 
notice of disclosure to the department, district 
board of education, or institution that provided 
the information no later than the time the 
information is disclosed, unless providing notice 
of disclosure is expressly prohibited by the 
statute or court order.

Describe how the organization will not disclose any personally 
identifiable information to any other party without the prior written 
consent of the parent or eligible student: (i)except for authorized 
representatives of the third-party contractor such as a 
subcontractor or assignee to the extent they are carrying out the 
contract and in compliance with State and Federal law, regulations 
and its contract with the educational agency; or (ii)unless required 
by statute or court order and the third-party contractor provides a 
notice of disclosure to the department, district board of education, 
or institution that provided the information no later than the time 
the information is disclosed, unless providing notice of disclosure 
is expressly prohibited by the statute or court order.

NYCRR - 121.9
(a)(5):

Please see Information Security Overview 
document.

Describe how the organization will control access to the protected 
data and not use the personally identifiable information for any 
purpose not explicitly authorized in its contract. (e.g. Role Based 
Access, Continuous System Log Monitoring/Auditing)

NYCRR - 121.9
(a)(4):

Please see Information Security Overview 
document.

Describe how the organization will limit internal access to 
personally identifiable information to only those employees or sub-
contractors that need  authorized access to provide services.

NYCRR - 121.9
(a)(3):

Please see Information Security Overview 
document.

Describe how the organization will comply with the data security 
and privacy policy of the educational agency with whom it 
contracts; Education Law section 2-d; and this Part.

NYCRR - 121.9
(a)(2):

YesIs your organization compliant with the NIST Cyber Security 
Framework?

NYCRR - 121.9
(a)(1):

We do not collect student data.Describe whether, how and when data will be returned to the 
educational agency, transitioned to a successor contractor, at the 
educational agency's option and direction, deleted or destroyed by 
the third-party contractor when the contract is terminated or 
expires.  Vendor will be required to complete a Data Destruction 
Affidavit upon termination of the engagement.

NYCRR - 121.6
(a)(7):

We have an Incident Response Plan and will 
notify in accordance with state laws.

Specify how the organization will manage data security and 
privacy incidents that implicate personally identifiable information 
including specifying any plans to identify breaches and 
unauthorized disclosures, and to promptly notify the educational 
agency.

NYCRR - 121.6
(a)(6):

We do not use subcontractors, but please refer 
to please refer to our Cengage security 
overview document, and our privacy policy is 
noted here: https://www.cengage.com/privacy/

Specify if the organization will utilize sub-contractors and how it 
will manage those relationships and contracts to ensure 
personally identifiable information is protected.

NYCRR - 121.6
(a)(5):

please refer to our Cengage security overview 
document, and our privacy policy is noted here: 
https://www.cengage.com/privacy/

Specify how officers or employees of the organization and its 
assignees who have access to student data, or teacher or 
principal data receive or will receive training of the Federal and 
State laws governing confidentiality of such data prior to receiving 
access.

NYCRR - 121.6
(a)(4):

please refer to our Cengage security overview 
document, and our privacy policy is noted here: 
https://www.cengage.com/privacy/

Specify the administrative, operational and technical safeguards 
and practices it has in place to protect personally identifiable 
information that it will receive under the engagement. If you use 
3rd party assessments, please indicate what type of assessments 
are performed.

NYCRR - 121.6
(a)(2):

please refer to our Cengage security overview 
document, and our privacy policy is noted here: 
https://www.cengage.com/privacy/

Describe how the organization will implement all State, Federal, 
and local data security and privacy contract requirements over the 
life of the contract, consistent with the educational agency's data 
security and privacy policy.

NYCRR - 121.6
(a)(1):

InfoSec Program Overview.docxPlease submit the organization’s data security and privacy plan 
that is accepted by the educational agency. 

NYCRR - 121.6
(a):

We can provide our Security OverviewPlease describe how and where encryption is leveraged to protect 
sensitive data at rest and while in motion. Please confirm that all 
encryption algorithms are FIPS 140-2 compliant.

NYCRR - 121.3
(b)(6):

https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
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Attachments

I AgreeDo you agree with the Capital Region BOCES Privacy Policy​​?
(Click 
here: http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id
=BWZSQ273BA12)

Privacy Policy
Agreement:

I AgreeDo you agree with the Capital Region BOCES Acceptable Use 
Policy​?
(Click 
here: http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id
=BU4QYA6B81BF)

Acceptable Use
Policy
Agreement:

AffirmAffirmatively state that the organization will cooperate with 
educational agencies and law enforcement to protect the integrity 
of investigations into the breach or unauthorized release of 
personally identifiable information.

NYCRR - 121.10
(c):

We do not disclose this informationPlease identify the name of your insurance carrier and the amount 
of your policy coverage.

NYCRR - 121.10
(f.2):

AffirmAffirmatively state that where a breach or unauthorized release is 
attributed to the organization, the organization shall pay for or 
promptly reimburse the educational agency for the full cost of such 
notification.

NYCRR - 121.10
(f):

We have an Incident Response Plan and will 
notifiy in accordance with state laws.

Describe how the organization shall promptly notify each 
educational agency with which it has a contract of any breach or 
unauthorized release of personally identifiable information in the 
most expedient way possible and without unreasonable delay but 
no more than seven calendar days after the discovery of such 
breach.

NYCRR - 121.10
(a):

We do not use subcontractorsDescribe how the organization will supervise its subcontractors to 
ensure that as subcontractors perform its contractual obligations, 
the subcontractor will conform with obligations imposed on the 
third-party contractor by State and Federal law to keep protected 
data secure. 

NYCRR - 121.9
(a)(b):

AffirmAffirmatively state that the organization shall not sell personally 
identifiable information nor use or disclose it for any marketing or 
commercial purpose or permit another party to do so.

NYCRR - 121.9
(a)(8):

Gale Resources does not track PII.Describe how the organization will use encryption to protect 
personally identifiable information in its custody while in motion or 
at rest.

NYCRR - 121.9
(a)(7):

Please see Information Security Overview 
document.

Describe how the organization will maintain reasonable 
administrative, technical and physical safeguards to protect the 
security, confidentiality and integrity of personally identifiable 
information in its custody.

NYCRR - 121.9
(a)(6):

http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BWZSQ273BA12
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BWZSQ273BA12
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BWZSQ273BA12
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BWZSQ273BA12
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BWZSQ273BA12
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BU4QYA6B81BF
http://go.boarddocs.com/ny/crboces/Board.nsf/goto?open&id=BU4QYA6B81BF
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In order for a vendor to engage with a New York 
State Educational Agency, the vendor must 
provide information required by the New York 
State Commissioner’s Regulations Part 121 
(NYCRR Part 121) and the National Institute of 
Standards and Technology Cyber Security 
Framework. If deemed appropriated, the 
responses you provide will be used as part of 
the data sharing agreement between the vendor 
and the educational agency.
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