DATA SECURITY AND PRIVACY PLAN

WHEREAS, the  Baldwinsville CSD School District (hereinafter “School District””) and
ClassLink, Inc. (hereinafter “Contractor’) entered into an agreement dated
(hereinafter “Agreement”) for ClassLink Roster Server Lite SAAS (hereinafter “Services”).

WHEREAS, pursuant to the requirements under 8§ NYCRR 121, Contractor maintains the
data security and privacy plan described herein in connection with the Services provided to the
School District.

1. During the term of the Agreement, Contractor will implement all state, federal and
local data security and privacy requirements, consistent with the School District's Data Security
and Privacy Policy in the following way(s):

Student and teacher data is encrypted at rest on servers under control of
the district. District data will remain the property of the district and will not
be shared with any third parties other than by the District.

al
safeguards and practices to protect personally identifiable information that it will receive under
the Agreement:

ClassLink maintains a full set of security and privacy controls that have

undergone independent auditing for SOC 2, CSA STAR, and ISO 270001

compliance.
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reV1ewed the School District’s Parents Bill of Rights for Data Privacy and Security and will
comply with same.

a. Contractor will use the student data or teacher or principal data only for
the exclusive purposes defined in the Agreement.

b. Contractor will ensure that the subcontractor(s) or other authorized
persons or entities to whom Contractor will disclose the student data or
teacher and principal data, if any, will abide by all applicable data
protection and security requirements as described in the “Supplemental
Information” appended to the Agreement.

c. At the end of the term of the Agreement, Contractor will destroy, transition
or return, at the direction of the School District, all student data and all teacher
and principal data in accordance with the “Supplemental Information”
appended to the Agreement.



d. Student data and teacher and principal data will be stored in accordance
with the “Supplemental Information” appended to the Agreement.

e. Student data and teacher and principal data in motion and at rest will be
protected using an encryption method that meets the standards described
in 8 NYCRR 121.

4. Prior to receiving access to student data and/or teacher and principal data,
officer(s) and employee(s) of Contractor and any assignees who will have access to student data
or teacher or principal data shall receive training on the federal and state laws governing
confidentiality of such data. Such training shall be provided:

Specify date of each training

ClassLink employees receive security awareness training when hired,
and monthly thereafter. This is done using SecuritylQ from Infosec
Institute and UDemy, and includes training on state and federal privacy
laws.

5. Subcontractors (check one):

U | Contractor shall not utilize sub-contractors.

D Contractor shall utilize sub-contractors. Contractor shall manage the
relationships and contracts with such sub-contractors in the following ways in
order to ensure personally identifiable information is protected:

6. Contractor has the following procedures, plans or protocols in place to manage
data security and privacy incidents that implicate personally identifiable information:
Procedures, plans or protocols must, at a minimum, specify plans to identify breaches and
unauthorized disclosures, and to promptly notify the School District.

Detection of breach, Evaluate security gaps, Take corrective action,
Gather facts: Investigate if a data breach occurred, when it occurred,
what information was exposed, who is affected, etc., Initial notice,
Cooperation and further investigation, Take action on results

7. Termination of Agreement.
a. Within 30 days of termination of the Agreement, Contractor shall

delete or destroy all student data or teacher or principal data in its possession;
AND

b. Within _ days of termination of the Agre ictor shall
Return all data to the School District using ;  OR




Transition all data to a successor contractor designated by the School
District in writing using

8. In the event of a conflict between the terms of this Data Security and Privacy Plan
and the terms of the Agreement, the terms of this Data Security and Privacy Plan shall control.
All of the defined terms in the Agreement shall have the same definitions in the Data Security
and Privacy Plan, unless otherwise defined herein. Except as expressly set forth in this Data
Security and Privacy Plan, the terms and conditions of the Agreement shall remain unmodified
and in full force and effect.

IN WITNESS WHEREOF, the Contractor hereto has executed this Data Security and
Privacy Plan as of 10/22/2020.

CONTRACTOR:
By: Jeffrey S. Janover

Title: VP of Security and
Interoperability
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