
 
 
 

EXHIBIT A 
 

 DATA SHARING AND CONFIDENTIALITY AGREEMENT 
 

InclXding 
 

Greater Amsterdam School District Bill of Rights for Data SecXrit\ and PriYac\ 
and 

SXpplemental Information aboXt a Master Agreement betZeen  
Greater Amsterdam School District and Nepris Inc 

 
 
 
1. PXUSRVe 
 

(a) Greater Amsterdam School District (hereinafter ³District´) and NEPRIS INC (hereinafter 
³Vendor´) are parties to a contract or other Zritten agreement pXrsXant to Zhich Vendor Zill receiYe 
stXdent data and/or teacher or principal data that is protected Xnder NeZ York EdXcation LaZ Section 
2-d and Part 121 of the RegXlations of the Commissioner of EdXcation (collectiYel\ referred to as 
³Section 2-d´) from the District for pXrposes of proYiding certain prodXcts or serYices to the District (the 
³Master Agreement´). 

 
(b) This E[hibit sXpplements the Master Agreement to Zhich it is attached, to ensXre that the 

Master Agreement conforms to the reqXirements of Section 2-d. This E[hibit consists of a Data Sharing 
and Confidentialit\ Agreement, a cop\ of the District¶s Bill of Rights for Data SecXrit\ and PriYac\ signed 
b\ Vendor, and the SXpplemental Information aboXt the Master Agreement betZeen Greater 
Amsterdam School District and NEPRIS INC that the District is reqXired b\ Section 2-d to post on its 
Zebsite.  
 

(c) In consideration of the mXtXal promises set forth in the Master Agreement, Vendor agrees 
that it Zill compl\ Zith all terms set forth in the Master Agreement and this E[hibit. To the e[tent that 
an\ terms contained in the Master Agreement, or an\ terms contained in an\ other E[hibit(s) attached 
to and made a part of the Master Agreement, conflict Zith the terms of this E[hibit, the terms of this 
E[hibit Zill appl\ and be giYen effect. In addition, in the eYent that Vendor has online or Zritten PriYac\ 
Policies or Terms of SerYice (collectiYel\, ³TOS´) that ZoXld otherZise be applicable to its cXstomers 
or Xsers of the prodXcts or serYices that are the sXbject of the Master Agreement betZeen the District 
and Vendor, to the e[tent that an\ terms of the TOS, that are or ma\ be in effect at an\ time dXring the 
term of the Master Agreement, conflict Zith the terms of this E[hibit, the terms of this E[hibit Zill appl\ 
and be giYen effect. 

 
  



 
2. DefLQLWLRQV 
 

As Xsed in this E[hibit: 
 
(a) "StXdent Data" means personall\ identifiable information, as defined in Section 2-d, from 

stXdent records that Vendor ma\ receiYe from the District pXrsXant to the Master Agreement. 
 
(b) ³Teacher or Principal Data´ means personall\ identifiable information, as defined in 

Section 2-d, relating to the annXal professional performance reYieZs of classroom teachers or 
principals that Vendor ma\ receiYe from the District pXrsXant to the Master Agreement. 

 
(c) ³Protected Data´ means StXdent Data and/or Teacher or Principal Data, to the e[tent 

applicable to the prodXct or serYice actXall\ being proYided to the District b\ Vendor pXrsXant to the 
Master Agreement. 

 
(d) ³NIST C\bersecXrit\ FrameZork´ means the U.S. Department of Commerce National 

InstitXte for Standards and Technolog\ FrameZork for ImproYing Critical InfrastrXctXre C\bersecXrit\ 
(Version 1.1). 
 
3. CRQfLdeQWLaOLW\ Rf PURWecWed DaWa 
 

(a) Vendor acknoZledges that the Protected Data it receiYes pXrsXant to the Master 
Agreement originates from the District and that this Protected Data belongs to and is oZned b\ the 
District. 

 
(b) Vendor Zill maintain the confidentialit\ of the Protected Data it receiYes in accordance 

Zith federal and state laZ (inclXding bXt not limited to Section 2-d) and the District¶s polic\ on data 
secXrit\ and priYac\. The District Zill proYide Vendor Zith a cop\ of its polic\ on data secXrit\ and 
priYac\ Xpon reqXest. 
 
4. DaWa SecXULW\ aQd PULYac\ POaQ 
 
 As more fXll\ described herein, throXghoXt the term of the Master Agreement, Vendor Zill haYe 
a Data SecXrit\ and PriYac\ Plan in place to protect the confidentialit\, priYac\ and secXrit\ of the 
Protected Data it receiYes from the District. 
 

Vendor¶s Plan for protecting the District¶s Protected Data inclXdes, bXt is not limited to, its 
agreement to compl\ Zith the terms of the District¶s Bill of Rights for Data SecXrit\ and PriYac\, a cop\ 
of Zhich is set forth beloZ and has been signed b\ the Vendor. 

 
Additional components of Vendor¶s Data SecXrit\ and PriYac\ Plan for protection of the District¶s 

Protected Data throXghoXt the term of the Master Agreement are as folloZs: 
 
(a) Vendor Zill implement all state, federal, and local data secXrit\ and priYac\ reqXirements 

inclXding those contained Zithin the Master Agreement and this Data Sharing and Confidentialit\ 
Agreement, consistent Zith the District¶s data secXrit\ and priYac\ polic\. 

 
(b) Vendor Zill haYe specific administratiYe, operational and technical safegXards and 

practices in place to protect Protected Data that it receiYes from the District Xnder the Master 
Agreement. 

 



 
(c) Vendor Zill compl\ Zith all obligations contained Zithin the section set forth in this E[hibit 

beloZ entitled ³SXpplemental Information aboXt a Master Agreement betZeen Greater Amsterdam 
School District and NEPRIS INC.´ Vendor¶s obligations described Zithin this section inclXde, bXt are 
not limited to: 

 
(i) its obligation to reqXire sXbcontractors or other aXthori]ed persons or entities to 

Zhom it ma\ disclose Protected Data (if an\) to e[ecXte Zritten agreements 
acknoZledging that the data protection obligations imposed on Vendor b\ state 
and federal laZ and the Master Agreement shall appl\ to the sXbcontractor, and 

(ii) its obligation to folloZ certain procedXres for the retXrn, transition, deletion and/or 
destrXction of Protected Data Xpon termination, e[piration or assignment (to the 
e[tent aXthori]ed) of the Master Agreement. 

 
(d) Vendor has proYided or Zill proYide training on the federal and state laZs goYerning 

confidentialit\ of Protected Data for an\ of its officers or emplo\ees (or officers or emplo\ees of an\ of 
its sXbcontractors or assignees) Zho Zill haYe access to Protected Data, prior to their receiYing access. 

 
(e)  Vendor Zill manage data secXrit\ and priYac\ incidents that implicate Protected Data and 

Zill deYelop and implement plans to identif\ breaches and XnaXthori]ed disclosXres. Vendor Zill 
proYide prompt notification to the District of an\ breaches or XnaXthori]ed disclosXres of Protected Data 
in accordance Zith the proYisions of Section 5 of this Data Sharing and Confidentialit\ Agreement.  

 
5. NRWLfLcaWLRQ Rf BUeacK aQd UQaXWKRUL]ed ReOeaVe 

 
 (a) Vendor Zill promptl\ notif\ the District of an\ breach or XnaXthori]ed release of Protected 
Data it has receiYed from the District in the most e[pedient Za\ possible and ZithoXt Xnreasonable 
dela\, bXt no more than seYen (7) calendar da\s after Vendor has discoYered or been informed of the 
breach or XnaXthori]ed release. 

(b) Vendor Zill proYide sXch notification to the District b\ contacting Eric Scholl directl\ b\ 
email at datasecXrit\@gasd.org or b\ calling 518-843-3180. 

 
(c) Vendor Zill cooperate Zith the District and proYide as mXch information as possible 

directl\ to Eric Scholl or his/her designee aboXt the incident, inclXding bXt not limited to: a description 
of the incident, the date of the incident, the date Vendor discoYered or Zas informed of the incident, a 
description of the t\pes of Protected Data inYolYed, an estimate of the nXmber of records affected, the 
schools Zithin the District affected, Zhat the Vendor has done or plans to do to inYestigate the incident, 
stop the breach and mitigate an\ fXrther XnaXthori]ed access or release of Protected Data, and contact 
information for Vendor representatiYes Zho can assist affected indiYidXals that ma\ haYe additional 
qXestions. 

 
(d) Vendor acknoZledges that Xpon initial notification from Vendor, the District, as the 

edXcational agenc\ Zith Zhich Vendor contracts, has an obligation Xnder Section 2-d to in tXrn notif\ 
the Chief PriYac\ Officer in the NeZ York State EdXcation Department (³CPO´). Vendor agrees not to 
proYide this notification to the CPO directl\ Xnless reqXested b\ the District or otherZise reqXired b\ 
laZ. In the eYent the CPO contacts Vendor directl\ or reqXests more information from Vendor regarding 
the incident after haYing been initiall\ informed of the incident b\ the District, Vendor Zill promptl\ inform 
Eric Scholl or his/her designee. 

 



 
6. AddLWLRQaO SWaWXWRU\ aQd ReJXOaWRU\ ObOLJaWLRQV 1 
 

Vendor acknoZledges that it has the folloZing additional obligations Xnder Section 2-d Zith 
respect to an\ Protected Data receiYed from the District, and that an\ failXre to fXlfill one or more of 
these statXtor\ or regXlator\ obligations Zill be deemed a breach of the Master Agreement and the 
terms of this Data Sharing and Confidentialit\ Agreement: 
 

(a) To limit internal access to Protected Data to onl\ those emplo\ees or sXbcontractors that 
are determined to haYe legitimate edXcational interests Zithin the meaning of Section 2-d and the 
Famil\ EdXcational Rights and PriYac\ Act (FERPA); i.e., the\ need access in order to assist Vendor 
in fXlfilling one or more of its obligations to the District Xnder the Master Agreement.  

(b) To not Xse Protected Data for an\ pXrposes other than those e[plicitl\ aXthori]ed in this 
Data Sharing and Confidentialit\ Agreement and the Master Agreement to Zhich this E[hibit is 
attached. 

(c) To not disclose an\ Protected Data to an\ other part\, e[cept for aXthori]ed 
representatiYes of Vendor Xsing the information to carr\ oXt Vendor¶s obligations to the District and in 
compliance Zith state and federal laZ, regXlations and the terms of the Master Agreement, Xnless: 

(i) the parent or eligible stXdent has proYided prior Zritten consent; or 
(ii) the disclosXre is reqXired b\ statXte or coXrt order and notice of the disclosXre is 

proYided to the District no later than the time of disclosXre, Xnless sXch notice is 
e[pressl\ prohibited b\ the statXte or coXrt order. 

(d) To maintain reasonable administratiYe, technical, and ph\sical safegXards to protect the 
secXrit\, confidentialit\, and integrit\ of Protected Data in its cXstod\. 

(e) To Xse encr\ption technolog\ to protect Protected Data in its cXstod\ Zhile in motion or 
at rest, Xsing a technolog\ or methodolog\ specified b\ the Secretar\ of the U.S. Department of Health 
and HXman SerYices in gXidance issXed Xnder Section 13402(H)(2) of PXblic LaZ 111-5. 

 
(f) To adopt technologies, safegXards and practices that align Zith the NIST C\bersecXrit\ 

FrameZork. 
 
(g) To compl\ Zith the District¶s polic\ on data secXrit\ and priYac\, Section 2-d and Part 

121. 
 
(h) To not sell Protected Data nor Xse or disclose it for an\ marketing or commercial pXrpose 

or facilitate its Xse or disclosXre b\ an\ other part\ for an\ marketing or commercial pXrpose or permit 
another part\ to do so. 
 

(i) To notif\ the District, in accordance Zith the proYisions of Section 5 of this Data Sharing 
and Confidentialit\ Agreement, of an\ breach of secXrit\ resXlting in an XnaXthori]ed release of 
Protected Data b\ Vendor or its assignees or sXbcontractors in Yiolation of applicable state or federal 
laZ, the District¶s Bill of Rights for Data SecXrit\ and PriYac\, the District¶s policies on data secXrit\ and 

 
1 Nothing in EdXcation LaZ Section 2-d or Part 121 specificall\ reqXires an edXcational agenc\ to inclXde Zithin its contracts 
Zith third-part\ contractors this list of obligations that are imposed on third-part\ contractors b\ the statXte and/or its 
implementing regXlations. HoZeYer, man\ school districts and other edXcational agencies haYe considered it a best practice 
to inclXde these statXtor\ and regXlator\ obligations Zithin their third-part\ contracts. 



 
priYac\, or other binding obligations relating to data priYac\ and secXrit\ contained in the Master 
Agreement and this E[hibit.  

(j) To cooperate Zith the District and laZ enforcement to protect the integrit\ of inYestigations 
into the breach or XnaXthori]ed release of Protected Data. 

(k) To pa\ for or promptl\ reimbXrse the District for the fXll cost of notification, in the eYent 
the District is reqXired Xnder Section 2-d to notif\ affected parents, stXdents, teachers or principals of 
a breach or XnaXthori]ed release of Protected Data attribXted to Vendor or its sXbcontractors or 
assignees. 
  



 
THE GREATER AMSTERDAM SCHOOL DISTRICT  
Eƌŝc ScŚŽůů͕ CŚŝeĨ SecƵƌŝƚǇ OĨĨŝceƌ 
ϭϰϬ Saratoga Avenue 
Amsterdam, New York ϭϮϬϭϬ  
ϱϭϴ-ϴϰϯ-ϯϭϴϬ 
eschollΛgasd.org 
 
 
 

 

The Greater Amsterdam School District is committed to ensXring stXdent priYac\ in accordance Zith local, 
state and federal regXlations and district policies. To this end and pXrsXant to U.S. Department of 
EdXcation (DOE) regXlations (EdXcation LaZ �2-d), the district is proYiding the folloZing Parents¶ Bill of 
Rights for Data PriYac\ and SecXrit\: 

o A stXdent¶s personall\ identifiable information cannot be sold or released for an\ commercial or 
marketing pXrposes. 

o Parents/gXardians haYe the right to inspect and reYieZ the complete contents of their child¶s edXcation 
record, inclXding an\ stXdent data maintained b\ the Greater Amsterdam School District. 

o State and federal laZs protect the confidentialit\ of personall\ identifiable information and safegXards 
associated Zith indXstr\ standards and best practices, inclXding bXt not limited to, encr\ption, fireZalls 
and passZord protection, mXst be in place Zhen data is stored or transferred. 

o A complete list of all stXdent data elements collected b\ the state is aYailable for pXblic reYieZ in an 
E[cel file at http://ZZZ.p12.n\sed.goY/irs/sirs/docXmentation/NYSEDstXdentData.[ls[. 

o Parents/gXardians ma\ also obtain a cop\ of this list b\ Zriting to the Office of Information and 
Reporting SerYices, NeZ York State EdXcation Department, Room 863 EBA, 89 Washington AYenXe, 
Alban\, NeZ York 12234. 

o Parents haYe the right to haYe complaints aboXt possible breaches ad XnaXthori]ed disclosXres of 
stXdent data. Complaints ma\ be sXbmitted b\ mail to Eric Scholl, Chief SecXrit\ Officer, Greater 
Amsterdam School District,140 Saratoga AYe., Amsterdam NY 12010; b\ email to 
datapriYac\@gasd.org. Complaints ma\ be sXbmitted to NYSED online at ZZZ.n\sed.goY/data-
priYac\-secXrit\ or b\ mail to: Chief PriYac\ Officer, NeZ York State EdXcation Department, 89 
Washington AYe., Alban\ NY 12234, b\ mail b\ priYac\@n\sed.goY or b\ telephone at 518-474-0937. 

 

 

Name___________________________ Date__________ Signature__________________________ 

 

Company Name ___________________       Product Name_________________________ 

 

By signing above, you agree to comply with the terms of the Greater Amsterdam School Districts Parents͛ Bill of Rights for Data Privacy and Security 
as well as the Greater Amsterdam School Districts Data Sharing and Confidentiality Agreement. 

 

 

 

www.gasd.org 

Mark D. Fry 10/13/2020

Nepris Inc. Nepris



 
 

APPENDIX, PaUeQWV BLOO Rf RLghWV 
 

SXSSOHPHQWaO IQIRUPaWLRQ RHJaUGLQJ TKLUG-PaUW\ CRQWUaFWRUV 
 
 IQ WKH FRXUVH RI FRPSO\LQJ ZLWK LWV REOLJaWLRQV XQGHU WKH OaZ aQG SURYLGLQJ HGXFaWLRQaO 
VHUYLFHV WR DLVWULFW UHVLGHQWV, WKH GUHaWHU APVWHUGaP SFKRRO DLVWULFW KaV HQWHUHG LQWR aJUHHPHQWV 
ZLWK FHUWaLQ WKLUG-SaUW\ FRQWUaFWRUV. PXUVXaQW WR WKHVH aJUHHPHQWV, WKLUG-SaUW\ FRQWUaFWRUV Pa\ 
KaYH aFFHVV WR "VWXGHQW GaWa" aQG/RU "WHaFKHU RU SULQFLSaO GaWa," aV WKRVH WHUPV aUH GHILQHG E\ 
OaZ aQG UHJXOaWLRQ.  
 
 FRU HaFK FRQWUaFW RU RWKHU ZULWWHQ aJUHHPHQW WKaW WKH DLVWULFW HQWHUV LQWR ZLWK a WKLUG-SaUW\ 
FRQWUaFWRU ZKHUH WKH WKLUG-SaUW\ FRQWUaFWRU UHFHLYHV VWXGHQW GaWa RU WHaFKHU RU SULQFLSaO GaWa IURP 
WKH DLVWULFW, WKH IROORZLQJ VXSSOHPHQWaO LQIRUPaWLRQ ZLOO EH LQFOXGHG ZLWK WKLV BLOO RI RLJKWV: 
 

1) TKH H[FOXVLYH SXUSRVHV IRU ZKLFK WKH VWXGHQW GaWa RU WHaFKHU RU SULQFLSaO GaWa ZLOO EH 
XVHG E\ WKH WKLUG-SaUW\ FRQWUaFWRU, aV GHILQHG LQ WKH FRQWUaFW; 

 
2) HRZ WKH WKLUG-SaUW\ FRQWUaFWRU ZLOO HQVXUH WKaW WKH VXEFRQWUaFWRUV, RU RWKHU aXWKRUL]HG 

SHUVRQV RU HQWLWLHV WR ZKRP WKH WKLUG-SaUW\ FRQWUaFWRU ZLOO GLVFORVH WKH VWXGHQW GaWa RU 
WHaFKHU RU SULQFLSaO GaWa, LI aQ\, ZLOO aELGH E\ aOO aSSOLFaEOH GaWa SURWHFWLRQ aQG VHFXULW\ 
UHTXLUHPHQWV, LQFOXGLQJ EXW QRW OLPLWHG WR WKRVH RXWOLQHG LQ aSSOLFaEOH OaZV aQG 
UHJXOaWLRQV (H.J., FERPA; EGXFaWLRQ LaZ SHFWLRQ 2-G); 

 
3) TKH GXUaWLRQ RI WKH FRQWUaFW, LQFOXGLQJ WKH FRQWUaFW¶V H[SLUaWLRQ GaWH, aQG a GHVFULSWLRQ 

RI ZKaW ZLOO KaSSHQ WR WKH VWXGHQW GaWa RU WHaFKHU RU SULQFLSaO GaWa XSRQ H[SLUaWLRQ RI 
WKH FRQWUaFW RU RWKHU ZULWWHQ aJUHHPHQW (H.J., ZKHWKHU, ZKHQ, aQG LQ ZKaW IRUPaW LW ZLOO 
EH UHWXUQHG WR WKH DLVWULFW, aQG/RU ZKHWKHU, ZKHQ, aQG KRZ WKH GaWa ZLOO EH GHVWUR\HG); 

 
4) II aQG KRZ a SaUHQW, VWXGHQW, HOLJLEOH VWXGHQW, WHaFKHU, RU SULQFLSaO Pa\ FKaOOHQJH WKH 

aFFXUaF\ RI WKH VWXGHQW GaWa RU WHaFKHU RU SULQFLSaO GaWa WKaW LV FROOHFWHG; 
 
5) WKHUH WKH VWXGHQW GaWa RU WHaFKHU RU SULQFLSaO GaWa ZLOO EH VWRUHG, GHVFULEHG LQ a PaQQHU 

aV WR SURWHFW GaWa VHFXULW\, aQG WKH VHFXULW\ SURWHFWLRQV WaNHQ WR HQVXUH WKH GaWa ZLOO EH 
SURWHFWHG aQG GaWa SULYaF\ aQG VHFXULW\ ULVNV PLWLJaWHG; aQG 

 
6) AGGUHVV KRZ WKH GaWa ZLOO EH SURWHFWHG XVLQJ HQFU\SWLRQ ZKLOH LQ PRWLRQ aQG aW UHVW. 

  



 

EXHIBIT A (CONTINUED) 
 
 

SXSSOePeQWaO IQfRUPaWLRQ abRXW a MaVWeU AJUeePeQW beWZeeQ 
 

GUeaWeU APVWeUdaP ScKRRO DLVWULcW aQd NEPRIS INC 2 
 
 
Greater Amsterdam School District has entered into a Master Agreement Zith NEPRIS INC, Zhich 
goYerns the aYailabilit\ to the District of the folloZing prodXcts or serYices: 
 

NEPRIS INC Online SerYices 
 
PXrsXant to the Master Agreement (Zhich inclXdes a Data Sharing and Confidentialit\ Agreement), 
the District ma\ proYide to Vendor, and Vendor Zill receiYe, personall\ identifiable information aboXt 
stXdents and/or teachers and principals that is protected b\ Section 2-d of the NeZ York EdXcation 
LaZ (³Protected Data´). 

E[cOXVLYe PXUSRVeV fRU ZKLcK PURWecWed DaWa ZLOO be UVed:   The e[clXsiYe pXrpose for Zhich 
Vendor is receiYing Protected Data from the District is to proYide the District Zith the fXnctionalit\ of 
the prodXcts or serYices listed aboYe. Vendor Zill not Xse the Protected Data for an\ other pXrposes 
not e[plicitl\ aXthori]ed aboYe or Zithin the Master Agreement. 

OYeUVLJKW Rf SXbcRQWUacWRUV:   In the eYent that Vendor engages sXbcontractors or other aXthori]ed 
persons or entities to perform one or more of its obligations Xnder the Master Agreement (inclXding 
sXbcontracting hosting of the Protected Data to a hosting serYice proYider), it Zill reqXire those 
sXbcontractors or other aXthori]ed persons or entities to Zhom it Zill disclose the Protected Data to 
e[ecXte legall\ binding agreements acknoZledging their obligation Xnder Section 2-d of the NeZ York 
EdXcation LaZ to compl\ Zith all applicable data protection, priYac\ and secXrit\ reqXirements 
reqXired of Vendor Xnder the Master Agreement and applicable state and federal laZ and regXlations. 

DXUaWLRQ Rf AJUeePeQW aQd PURWecWed DaWa USRQ TeUPLQaWLRQ RU E[SLUaWLRQ: 

x The Master Agreement commences on 9/16/2020 and e[pires Xpon 6/30/2021. 
x Upon e[piration of the Master Agreement ZithoXt reneZal, or Xpon termination of the Master 

Agreement prior to its e[piration, Vendor Zill secXrel\ delete or otherZise destro\ an\ and all 
Protected Data remaining in the possession of Vendor or an\ of its sXbcontractors or other 
aXthori]ed persons or entities to Zhom it has disclosed Protected Data. If reqXested b\ the 
District, Vendor Zill assist the District in e[porting all Protected Data preYioXsl\ receiYed back 

 
2 Each edXcational agenc\, inclXding a school district, is reqXired to pXblish a ³Bill of Rights for Data SecXrit\ and PriYac\´ 
on its Zebsite. See, EdXcation LaZ Section 2-d(3)(a) and Part 121.3(a). The Bill of Rights [that is posted on a district¶s 
Zebsite] mXst also inclXde ³sXpplemental information´ for each contract that the school district enters into Zith a third-part\ 
contractor Zhere the third-part\ contractor receiYes stXdent data or teacher or principal data [protected b\ EdXcation LaZ 
Section 2-d]. See, EdXcation LaZ Section 2-d(3)(c) and Part 121.3(c). 
 
Nothing in EdXcation LaZ Section 2-d or Part 121 reqXires an edXcational agenc\ to post its third-part\ contracts on its 
Zebsite in Wheir enWireW\. In addition, nothing in EdXcation LaZ Section 2-d or Part 121 reqXires an edXcational agenc\ to 
inclXde the ³sXpplemental information´ aboXt each contract, Zithin the contract itself. 
 
HoZeYer, man\ school districts and other edXcational agencies haYe considered it a best practice to inclXde most or all of 
the reqXired elements of ³sXpplemental information´ Zithin each applicable contract, and haYe complied Zith the obligation 
to inclXde the ³sXpplemental information´ for each applicable contract Zith their Bill of Rights, b\ posting Whe We[W from WhiV 
page of WhiV E[hibiW from each applicable contract (or a link to this te[t) on their Zebsite in pro[imit\ to their Bill of Rights. 



 
to the District for its oZn Xse, prior to deletion, in sXch formats as ma\ be reqXested b\ the 
District.  

x In the eYent the Master Agreement is assigned to a sXccessor Vendor (to the e[tent aXthori]ed 
b\ the Master Agreement), the Vendor Zill cooperate Zith the District as necessar\ to transition 
Protected Data to the sXccessor Vendor prior to deletion. 

x Neither Vendor nor an\ of its sXbcontractors or other aXthori]ed persons or entities to Zhom it 
has disclosed Protected Data Zill retain an\ Protected Data, copies, sXmmaries or e[tracts of 
the Protected Data, or an\ de-identified Protected Data, on an\ storage mediXm ZhatsoeYer. 
Upon reqXest, Vendor and/or its sXbcontractors or other aXthori]ed persons or entities to Zhom 
it has disclosed Protected Data, as applicable, Zill proYide the District Zith a certification from 
an appropriate officer that these reqXirements haYe been satisfied in fXll. 
 

CKaOOeQJLQJ AccXUac\ Rf PURWecWed DaWa:   Parents or eligible stXdents can challenge the accXrac\ 
of an\ Protected Data proYided b\ the District to Vendor, b\ contacting the District regarding 
procedXres for reqXesting amendment of edXcation records Xnder the Famil\ EdXcational Rights and 
PriYac\ Act (FERPA). Teachers or principals ma\ reqXest to challenge the accXrac\ of APPR data 
proYided to Vendor b\ folloZing the appeal process in the District¶s applicable APPR Plan. 

DaWa SWRUaJe aQd SecXULW\ PURWecWLRQV:   An\ Protected Data that Vendor receiYes Zill be stored on 
s\stems maintained b\ Vendor, or b\ a sXbcontractor Xnder the direct control of Vendor, in a secXre 
data center facilit\ located Zithin the United States. The measXres that Vendor (and, if applicable, its 
sXbcontractors) Zill take to protect Protected Data inclXde adoption of technologies, safegXards and 
practices that align Zith the NIST C\bersecXrit\ FrameZork, and safegXards associated Zith indXstr\ 
standards and best practices inclXding, bXt not limited to, disk encr\ption, file encr\ption, fireZalls, and 
passZord protection. 

EQcU\SWLRQ Rf PURWecWed DaWa:   Vendor (and, if applicable, its sXbcontractors) Zill protect Protected 
Data in its cXstod\ from XnaXthori]ed disclosXre Zhile in motion or at rest, Xsing a technolog\ or 
methodolog\ that complies Zith Section 2-d of the NeZ York EdXcation LaZ. 
 

 


