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7KLV�'DWD� 3ULYDF\� $JUHHPHQW� ��'3$��� LV� E\� DQG� EHWZHHQ� WKH� (DVW� 5DPDSR�&HQWUDO�
6FKRRO�'LVWULFW����($����DQ�(GXFDWLRQDO�$JHQF\��DQG�BBBBBBBBBBBBBBBBBBBBBBBBBBBB��
��&RQWUDFWRU����FROOHFWLYHO\��WKH�³3DUWLHV´��7KLV�'3$�LV�D�ULGHU�WR�WKH�6HUYLFH�$JUHHPHQW�
GDWHG� BBBBBBBBBBBBBBB� WKDW� JRYHUQV� WKH� SURYLVLRQ� RI��
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$V�XVHG�LQ�WKLV�'3$��WKH�IROORZLQJ�WHUPV�VKDOO�KDYH�WKH�IROORZLQJ�PHDQLQJV��

�
��� %UHDFK��7KH�XQDXWKRUL]HG�DFTXLVLWLRQ��DFFHVV��XVH��RU�GLVFORVXUH�RI�3HUVRQDOO\�

,GHQWLILDEOH�,QIRUPDWLRQ�LQ�D�PDQQHU�QRW�SHUPLWWHG�E\�6WDWH�DQG�IHGHUDO�ODZV��UXOHV�
DQG�UHJXODWLRQV��RU�LQ�D�PDQQHU�ZKLFK�FRPSURPLVHV�LWV�VHFXULW\�RU�SULYDF\��RU�E\�
RU�WR�D�SHUVRQ�QRW�DXWKRUL]HG�WR�DFTXLUH��DFFHVV��XVH��RU�UHFHLYH�LW��RU�D�%UHDFK�
RI�&RQWUDFWRU¶V�VHFXULW\�WKDW�OHDGV�WR�WKH�DFFLGHQWDO�RU�XQODZIXO�GHVWUXFWLRQ��ORVV��
DOWHUDWLRQ�� XQDXWKRUL]HG� GLVFORVXUH� RI�� RU� DFFHVV� WR� 3HUVRQDOO\� ,GHQWLILDEOH�
,QIRUPDWLRQ��

�
��� &RPPHUFLDO� RU� 0DUNHWLQJ� 3XUSRVH�� 0HDQV� WKH� VDOH�� XVH� RU� GLVFORVXUH� RI�

3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� IRU� SXUSRVHV� RI� UHFHLYLQJ� UHPXQHUDWLRQ��
ZKHWKHU�GLUHFWO\�RU�LQGLUHFWO\��WKH�VDOH��XVH�RU�GLVFORVXUH�RI�3HUVRQDOO\�,GHQWLILDEOH�
,QIRUPDWLRQ�IRU�DGYHUWLVLQJ�SXUSRVHV��RU�WKH�VDOH��XVH�RU�GLVFORVXUH�RI�3HUVRQDOO\�
,GHQWLILDEOH� ,QIRUPDWLRQ� WR� GHYHORS�� LPSURYH� RU�PDUNHW� SURGXFWV� RU� VHUYLFHV� WR�
VWXGHQWV��

�
��� 'LVFORVH��7R�SHUPLW�DFFHVV�WR��RU�WKH�UHOHDVH��WUDQVIHU��RU�RWKHU�FRPPXQLFDWLRQ�

RI� SHUVRQDOO\� LGHQWLILDEOH� LQIRUPDWLRQ� E\� DQ\� PHDQV�� LQFOXGLQJ� RUDO�� ZULWWHQ� RU�
HOHFWURQLF��ZKHWKHU�LQWHQGHG�RU�XQLQWHQGHG��

�
��� (GXFDWLRQ�5HFRUG��$Q�HGXFDWLRQ�UHFRUG�DV�GHILQHG�LQ�WKH�)DPLO\�(GXFDWLRQDO�

5LJKWV�DQG�3ULYDF\�$FW�DQG�LWV�LPSOHPHQWLQJ�UHJXODWLRQV�����8�6�&������J�DQG�
���&�)�5��3DUW�����UHVSHFWLYHO\��

�
��� (GXFDWLRQDO�$JHQF\��$V�GHILQHG�LQ�(GXFDWLRQ�/DZ���G��D�VFKRRO�GLVWULFW��ERDUG�

RI� FRRSHUDWLYH� HGXFDWLRQDO� VHUYLFHV�� VFKRRO�� FKDUWHU� VFKRRO�� RU� WKH� 1HZ� <RUN�
6WDWH�(GXFDWLRQ�'HSDUWPHQW��

�
�

��7KLV�LV�D�WHPSODWH�DJUHHPHQW�RQO\��DQG�LWV�WHUPV�DQG�FRQGLWLRQV�PD\�EH�VXEMHFW�WR�FKDQJH��
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�� (OLJLEOH�6WXGHQW��$�VWXGHQW�ZKR�LV�HLJKWHHQ�\HDUV�RI�DJH�RU�ROGHU�

�� (QFU\SW� RU� (QFU\SWLRQ�� $V� GHILQHG� LQ� WKH� +HDOWK� ,QVXUDQFH� 3RUWDELOLW\� DQG
$FFRXQWDELOLW\�$FW�RI�������+,3$$��6HFXULW\�5XOH�DW����&)5����������PHDQV�WKH
XVH�RI�DQ�DOJRULWKPLF�SURFHVV�WR�WUDQVIRUP�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�LQWR
DQ� XQXVDEOH�� XQUHDGDEOH�� RU� LQGHFLSKHUDEOH� IRUP� LQ� ZKLFK� WKHUH� LV� D� ORZ
SUREDELOLW\�RI�DVVLJQLQJ�PHDQLQJ�ZLWKRXW�XVH�RI�D�FRQILGHQWLDO�SURFHVV�RU�NH\�

�� 1,67�&\EHUVHFXULW\�)UDPHZRUN��7KH�8�6��'HSDUWPHQW�RI�&RPPHUFH�1DWLRQDO
,QVWLWXWH� IRU� 6WDQGDUGV� DQG� 7HFKQRORJ\� )UDPHZRUN� IRU� ,PSURYLQJ� &ULWLFDO
,QIUDVWUXFWXUH�&\EHUVHFXULW\�9HUVLRQ�����

�� 3DUHQW��$�SDUHQW��OHJDO�JXDUGLDQ�RU�SHUVRQ�LQ�SDUHQWDO�UHODWLRQ�WR�WKH�6WXGHQW�

��� 3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��3,,���0HDQV�VWXGHQW�SHUVRQDOO\�LGHQWLILDEOH
LQIRUPDWLRQ� DV� GHILQHG� LQ� VHFWLRQ� ����� RI� 7LWOH� ��� RI� WKH� &RGH� RI� )HGHUDO
5HJXODWLRQV� LPSOHPHQWLQJ� WKH� )DPLO\� (GXFDWLRQDO�5LJKWV� DQG� 3ULYDF\� $FW�� ��
8�6�&�����J���DQG�7HDFKHU�RU�3ULQFLSDO�$335�'DWD��DV�GHILQHG�EHORZ�

��� 5HOHDVH��6KDOO�KDYH�WKH�VDPH�PHDQLQJ�DV�'LVFORVH�

��� 6FKRRO��$Q\�SXEOLF�HOHPHQWDU\�RU�VHFRQGDU\�VFKRRO�LQFOXGLQJ�D�FKDUWHU�VFKRRO�
XQLYHUVDO� SUH�NLQGHUJDUWHQ� SURJUDP� DXWKRUL]HG� SXUVXDQW� WR� (GXFDWLRQ� /DZ� �
�����H��DQ�DSSURYHG�SURYLGHU�RI�SUHVFKRRO�VSHFLDO�HGXFDWLRQ��DQ\�RWKHU�SXEOLFO\
IXQGHG� SUH�NLQGHUJDUWHQ� SURJUDP�� D� VFKRRO� VHUYLQJ� FKLOGUHQ� LQ� D� VSHFLDO� DFW
VFKRRO�GLVWULFW�DV�GHILQHG�LQ�(GXFDWLRQ�/DZ���������DQ�DSSURYHG�SULYDWH�VFKRRO
IRU�WKH�HGXFDWLRQ�RI�VWXGHQWV�ZLWK�GLVDELOLWLHV��D�6WDWH�VXSSRUWHG�VFKRRO�VXEMHFW
WR�WKH�SURYLVLRQV�RI�$UWLFOH����RI�WKH�(GXFDWLRQ�/DZ��RU�D�6WDWH�RSHUDWHG�VFKRRO
VXEMHFW�WR�WKH�SURYLVLRQV�RI�$UWLFOHV����RU����RI�WKH�(GXFDWLRQ�/DZ�

��� 6WXGHQW��$Q\�SHUVRQ�DWWHQGLQJ�RU�VHHNLQJ�WR�HQUROO�LQ�DQ�(GXFDWLRQDO�$JHQF\�

��� 6WXGHQW�'DWD��3HUVRQDOO\�LGHQWLILDEOH�VWXGHQW�LQIRUPDWLRQ�DV�GHILQHG�LQ���VHFWLRQ
�����RI�7LWOH����RI�WKH�&RGH�RI�)HGHUDO�5HJXODWLRQV�LPSOHPHQWLQJ�WKH�)DPLO\
(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW�����8�6�&�����J�

��� 6XEFRQWUDFWRU��&RQWUDFWRU¶V�QRQ�HPSOR\HH�DJHQWV��FRQVXOWDQWV�DQG�RU�VXEFRQWUDFWRUV
HQJDJHG�LQ�WKH�SURYLVLRQ�RI�VHUYLFHV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�

��� 7HDFKHU�RU�3ULQFLSDO�$335�'DWD��3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� IURP�WKH
UHFRUGV�RI�DQ�(GXFDWLRQDO�$JHQF\�UHODWLQJ�WR�WKH�DQQXDO�SURIHVVLRQDO�SHUIRUPDQFH
UHYLHZV�RI�FODVVURRP�WHDFKHUV�RU�SULQFLSDOV�WKDW�LV�FRQILGHQWLDO�DQG�QRW�VXEMHFW�WR
UHOHDVH�XQGHU�WKH�SURYLVLRQV�RI�(GXFDWLRQ�/DZ���������F�DQG�������G�

$57,&/(�,,��35,9$&<�$1'�6(&85,7<�2)�3,,�

�� &RPSOLDQFH�ZLWK�/DZ�

,Q�RUGHU�IRU�&RQWUDFWRU�WR�SURYLGH�FHUWDLQ�VHUYLFHV���6HUYLFHV���WR�WKH�($�SXUVXDQW�WR�D
FRQWUDFW�GDWHG�BBBBBBBBBBBB��WKH��6HUYLFH�$JUHHPHQW����&RQWUDFWRU�PD\�UHFHLYH�3,,
UHJXODWHG�E\�DSSOLFDEOH�1HZ�<RUN�DQG�IHGHUDO�ODZV�DQG�UHJXODWLRQV��DPRQJ�WKHP��WKH
)DPLO\�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW� ��)(53$���DW����8�6�&������J�����&)5�3DUW
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�����&KLOGUHQ
V�2QOLQH�3ULYDF\�3URWHFWLRQ�$FW� ��&233$���DW����8�6�&����������������
&)5�3DUW�������3URWHFWLRQ�RI�3XSLO�5LJKWV�$PHQGPHQW���335$���DW����8�6�&������K�����
&)5�3DUW������WKH�,QGLYLGXDOV�ZLWK�'LVDELOLWLHV�(GXFDWLRQ�$FW��³,'($´��DW����8�6�&�������
HW�VHT������&)5�3DUW�������1HZ�<RUN�(GXFDWLRQ�/DZ�6HFWLRQ���G��DQG�WKH�&RPPLVVLRQHU�
RI�(GXFDWLRQ¶V�5HJXODWLRQV�DW���1<&55�3DUW������7KH�3DUWLHV�HQWHU�WKLV�'3$�WR�DGGUHVV�
WKH�UHTXLUHPHQWV�RI�1HZ�<RUN�ODZ��&RQWUDFWRU�DJUHHV�WR�PDLQWDLQ�WKH�FRQILGHQWLDOLW\�DQG�
VHFXULW\�RI�3,,�LQ�DFFRUGDQFH�ZLWK�DSSOLFDEOH�1HZ�<RUN��IHGHUDO�DQG�ORFDO�ODZV��UXOHV�DQG�
UHJXODWLRQV��

�� $XWKRUL]HG�8VH�
&RQWUDFWRU� KDV� QR� SURSHUW\� RU� OLFHQVLQJ� ULJKWV� RU� FODLPV� RI� RZQHUVKLS� WR� 3,,�� DQG
&RQWUDFWRU�PXVW�QRW�XVH�3,,�IRU�DQ\�SXUSRVH�RWKHU�WKDQ�WR�SURYLGH�WKH�6HUYLFHV�VHW�IRUWK
LQ�WKH�6HUYLFH�$JUHHPHQW��1HLWKHU�WKH�6HUYLFHV�SURYLGHG�QRU�WKH�PDQQHU�LQ�ZKLFK�VXFK
6HUYLFHV�DUH�SURYLGHG�VKDOO�YLRODWH�1HZ�<RUN�ODZ�

�� 'DWD�6HFXULW\�DQG�3ULYDF\�3ODQ�
&RQWUDFWRU�VKDOO�DGRSW�DQG�PDLQWDLQ�DGPLQLVWUDWLYH��WHFKQLFDO�DQG�SK\VLFDO�VDIHJXDUGV�
PHDVXUHV�DQG�FRQWUROV�WR�PDQDJH�SULYDF\�DQG�VHFXULW\�ULVNV�DQG�SURWHFW�3,,�LQ�D�PDQQHU
WKDW�FRPSOLHV�ZLWK�1HZ�<RUN�6WDWH��IHGHUDO�DQG�ORFDO�ODZV�DQG�UHJXODWLRQV�DQG�WKH�($¶V
SROLFLHV��(GXFDWLRQ�/DZ�6HFWLRQ���G�UHTXLUHV�WKDW�&RQWUDFWRU�SURYLGH�WKH�($�ZLWK�D�'DWD
3ULYDF\� DQG� 6HFXULW\� 3ODQ� WKDW� RXWOLQHV� VXFK� VDIHJXDUGV�� PHDVXUHV� DQG� FRQWUROV
LQFOXGLQJ�KRZ�WKH�&RQWUDFWRU�ZLOO�LPSOHPHQW�DOO�DSSOLFDEOH�VWDWH��IHGHUDO�DQG�ORFDO�GDWD
VHFXULW\� DQG� SULYDF\� UHTXLUHPHQWV�� &RQWUDFWRU¶V� 'DWD� 6HFXULW\� DQG� 3ULYDF\� 3ODQ� LV
DWWDFKHG�WR�WKLV�'3$�DV�([KLELW�&�

�� ($¶V�'DWD�6HFXULW\�DQG�3ULYDF\�3ROLF\
6WDWH�ODZ�DQG�UHJXODWLRQ�UHTXLUHV�WKH�($�WR�DGRSW�D�GDWD�VHFXULW\�DQG�SULYDF\�SROLF\�WKDW
FRPSOLHV�ZLWK�3DUW�����RI�WKH�5HJXODWLRQV�RI�WKH�&RPPLVVLRQHU�RI�(GXFDWLRQ�DQG�DOLJQV
ZLWK�WKH�1,67�&\EHU�6HFXULW\�)UDPHZRUN��&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�WKH�($¶V�GDWD
VHFXULW\�DQG�SULYDF\�SROLF\�DQG�RWKHU�DSSOLFDEOH�SROLFLHV�

�� 5LJKW�RI�5HYLHZ�DQG�$XGLW�
8SRQ�UHTXHVW�E\�WKH�($��&RQWUDFWRU�VKDOO�SURYLGH�WKH�($�ZLWK�FRSLHV�RI�LWV�SROLFLHV�DQG
UHODWHG�SURFHGXUHV�WKDW�SHUWDLQ�WR�WKH�SURWHFWLRQ�RI�3,,��,W�PD\�EH�PDGH�DYDLODEOH�LQ�D
IRUP�WKDW�GRHV�QRW�YLRODWH�&RQWUDFWRU¶V�RZQ�LQIRUPDWLRQ�VHFXULW\�SROLFLHV��FRQILGHQWLDOLW\
REOLJDWLRQV��DQG�DSSOLFDEOH�ODZV��,Q�DGGLWLRQ��&RQWUDFWRU�PD\�EH�UHTXLUHG�WR�XQGHUJR�DQ
DXGLW�RI� LWV�SULYDF\�DQG�VHFXULW\�VDIHJXDUGV��PHDVXUHV�DQG�FRQWUROV�DV� LW� SHUWDLQV� WR
DOLJQPHQW� ZLWK� WKH� UHTXLUHPHQWV� RI� 1HZ�<RUN� 6WDWH� ODZV� DQG� UHJXODWLRQV�� WKH� ($¶V
SROLFLHV� DSSOLFDEOH� WR� &RQWUDFWRU�� DQG� DOLJQPHQW� ZLWK� WKH� 1,67� &\EHUVHFXULW\
)UDPHZRUN� SHUIRUPHG� E\� DQ� LQGHSHQGHQW� WKLUG� SDUW\� DW� &RQWUDFWRU¶V� H[SHQVH�� DQG
SURYLGH�WKH�DXGLW�UHSRUW�WR�WKH�($��&RQWUDFWRU�PD\�SURYLGH�WKH�($�ZLWK�D�UHFHQW�LQGXVWU\
VWDQGDUG�LQGHSHQGHQW�DXGLW�UHSRUW�RQ�&RQWUDFWRU¶V�SULYDF\�DQG�VHFXULW\�SUDFWLFHV�DV�DQ
DOWHUQDWLYH�WR�XQGHUJRLQJ�DQ�DXGLW�

�� &RQWUDFWRU¶V�(PSOR\HHV�DQG�6XEFRQWUDFWRUV�
�D� &RQWUDFWRU� VKDOO� RQO\� GLVFORVH� 3,,� WR� &RQWUDFWRU¶V� HPSOR\HHV� DQG

VXEFRQWUDFWRUV�ZKR�QHHG�WR�NQRZ�WKH�3,,�LQ�RUGHU�WR�SURYLGH�WKH�6HUYLFHV�DQG
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WKH�GLVFORVXUH�RI�3,,�VKDOO�EH�OLPLWHG�WR�WKH�H[WHQW�QHFHVVDU\�WR�SURYLGH�VXFK�
6HUYLFHV��&RQWUDFWRU�VKDOO�HQVXUH�WKDW�DOO�VXFK�HPSOR\HHV�DQG�VXEFRQWUDFWRUV�
FRPSO\�ZLWK�WKH�WHUPV�RI�WKLV�'3$��

�E�� &RQWUDFWRU� PXVW� HQVXUH� WKDW� HDFK� VXEFRQWUDFWRU� SHUIRUPLQJ� IXQFWLRQV�
SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�ZKHUH�WKH�VXEFRQWUDFWRU�ZLOO�UHFHLYH�RU�
KDYH�DFFHVV�WR�3,,�LV�FRQWUDFWXDOO\�ERXQG�E\�D�ZULWWHQ�DJUHHPHQW�WKDW�LQFOXGHV�
FRQILGHQWLDOLW\�DQG�GDWD�VHFXULW\�REOLJDWLRQV�HTXLYDOHQW�WR��FRQVLVWHQW�ZLWK��DQG�
QR�OHVV�SURWHFWLYH�WKDQ��WKRVH�IRXQG�LQ�WKLV�'3$��

�F�� &RQWUDFWRU� VKDOO� H[DPLQH� WKH� GDWD� VHFXULW\� DQG� SULYDF\� PHDVXUHV� RI� LWV�
VXEFRQWUDFWRUV� SULRU� WR� XWLOL]LQJ� WKH� VXEFRQWUDFWRU�� ,I� DW� DQ\� SRLQW� D�
VXEFRQWUDFWRU� IDLOV� WR�PDWHULDOO\�FRPSO\�ZLWK� WKH� UHTXLUHPHQWV�RI� WKLV�'3$��
&RQWUDFWRU�VKDOO��QRWLI\�WKH�($�DQG�UHPRYH�VXFK�VXEFRQWUDFWRU¶V�DFFHVV�WR�
3,,�� DQG�� DV� DSSOLFDEOH�� UHWULHYH� DOO� 3,,� UHFHLYHG� RU� VWRUHG� E\� VXFK�
VXEFRQWUDFWRU� DQG�RU� HQVXUH� WKDW� 3,,� KDV� EHHQ� VHFXUHO\� GHOHWHG� DQG�
GHVWUR\HG�LQ�DFFRUGDQFH�ZLWK�WKLV�'3$��,Q�WKH�HYHQW�WKHUH�LV�DQ�LQFLGHQW�LQ�
ZKLFK� WKH�VXEFRQWUDFWRU�FRPSURPLVHV�3,,��&RQWUDFWRU�VKDOO� IROORZ� WKH�'DWD�
%UHDFK�UHSRUWLQJ�UHTXLUHPHQWV�VHW�IRUWK�KHUHLQ��

�G�� &RQWUDFWRU� VKDOO� WDNH� IXOO� UHVSRQVLELOLW\� IRU� WKH� DFWV� DQG� RPLVVLRQV� RI� LWV�
HPSOR\HHV�DQG�VXEFRQWUDFWRUV��

�H�� &RQWUDFWRU� PXVW� QRW� GLVFORVH� 3,,� WR� DQ\� XQDXWKRUL]HG� SDUW\� XQOHVV� VXFK�
GLVFORVXUH�LV�UHTXLUHG�E\�VWDWXWH��FRXUW�RUGHU�RU�VXESRHQD��DQG�WKH�&RQWUDFWRU�
PDNHV�D�UHDVRQDEOH�HIIRUW�WR�QRWLI\�WKH�($�RI�WKH�FRXUW�RUGHU�RU�VXESRHQD�LQ�
DGYDQFH�RI�FRPSOLDQFH�EXW� LQ�DQ\�FDVH��SURYLGHV�QRWLFH�WR�WKH�($�QR�ODWHU�
WKDQ� WKH� WLPH� WKH� 3,,� LV� GLVFORVHG�� XQOHVV� VXFK� GLVFORVXUH� WR� WKH� ($� LV�
H[SUHVVO\�SURKLELWHG�E\�WKH�VWDWXWH��FRXUW�RUGHU�RU�VXESRHQD��

�
��� 7UDLQLQJ��

&RQWDFWRU�VKDOO�HQVXUH�WKDW�DOO�LWV�HPSOR\HHV�DQG�6XEFRQWUDFWRUV�ZKR�KDYH�DFFHVV�WR�
3,,� KDYH� UHFHLYHG� RU� ZLOO� UHFHLYH� WUDLQLQJ� RQ� WKH� IHGHUDO� DQG� VWDWH� ODZV� JRYHUQLQJ�
FRQILGHQWLDOLW\�RI�VXFK�GDWD�SULRU�WR�UHFHLYLQJ�DFFHVV��

�
��� 7HUPLQDWLRQ�

7KH�REOLJDWLRQV�RI�WKLV�'3$�VKDOO�FRQWLQXH�DQG�VKDOO�QRW� WHUPLQDWH�IRU�DV� ORQJ�DV�WKH�
&RQWUDFWRU�RU�LWV�VXE�FRQWUDFWRUV�UHWDLQ�3,,�RU�UHWDLQ�DFFHVV�WR�3,,��

�
��� 'DWD�5HWXUQ�DQG�'HVWUXFWLRQ�RI�'DWD��

�
�D�� 3URWHFWLQJ� 3,,� IURP� XQDXWKRUL]HG� DFFHVV� DQG� GLVFORVXUH� LV� RI� WKH� XWPRVW�

LPSRUWDQFH�WR�WKH�($��&RQWUDFWRU�DJUHHV�WKDW�LW�LV�SURKLELWHG�IURP�UHWDLQLQJ�3,,�
RU�FRQWLQXHG�DFFHVV� WR�3,,�RU�DQ\�FRS\��VXPPDU\�RU�H[WUDFW�RI�3,,��RQ�DQ\�
VWRUDJH�PHGLXP��LQFOXGLQJ��ZLWKRXW�OLPLWDWLRQ��LQ�VHFXUH�GDWD�FHQWHUV�DQG�RU�
FORXG�EDVHG�IDFLOLWLHV��ZKDWVRHYHU�EH\RQG�WKH�SHULRG�RI�SURYLGLQJ�6HUYLFHV�WR�
WKH�($�DV�SUHVFULEHG� LQ� WKLV�$JUHHPHQW��$V�DSSOLFDEOH��XSRQ�H[SLUDWLRQ�RU�
WHUPLQDWLRQ� RI� WKH� 6HUYLFH� $JUHHPHQW�� &RQWUDFWRU� VKDOO� WUDQVIHU� 3,,�� LQ� D�
IRUPDW�DJUHHG�WR�E\�WKH�3DUWLHV�WR�WKH�($��

�E�� :LWK�UHJDUG�WR�DOO�3,,� �LQFOXGLQJ�ZLWKRXW� OLPLWDWLRQ��DOO�KDUG�FRSLHV��DUFKLYHG�
FRSLHV��HOHFWURQLF�YHUVLRQV��HOHFWURQLF�LPDJLQJ�RI�KDUG�FRSLHV��DV�ZHOO�DV�DQ\�
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DQG�DOO�3,,�PDLQWDLQHG�RQ�EHKDOI�RI�&RQWUDFWRU�LQ�D�VHFXUH�GDWD�FHQWHU�DQG�RU�
FORXG�EDVHG� IDFLOLWLHV� WKDW� UHPDLQ� LQ� WKH� SRVVHVVLRQ� RI� &RQWUDFWRU� RU� LWV�
6XEFRQWUDFWRUV��&RQWUDFWRU�VKDOO�HQVXUH� WKDW�3,,� LV�VHFXUHO\�GHOHWHG�DQG�RU�
GHVWUR\HG� LQ�D�PDQQHU�WKDW�GRHV�QRW�DOORZ� LW� WR�EH�UHWULHYHG�RU�UHWULHYDEOH��
UHDG�RU�UHFRQVWUXFWHG��+DUG�FRS\�PHGLD�PXVW�EH�VKUHGGHG�RU�GHVWUR\HG�VXFK�
WKDW�3,,�FDQQRW�EH�UHDG�RU�RWKHUZLVH�UHFRQVWUXFWHG��DQG�HOHFWURQLF�PHGLD�PXVW�
EH�FOHDUHG��SXUJHG��RU�GHVWUR\HG�VXFK�WKDW�WKH�3,,�FDQQRW�EH�UHWULHYHG��2QO\�
WKH�GHVWUXFWLRQ�RI�SDSHU�3,,��DQG�QRW�UHGDFWLRQ��ZLOO�VDWLVI\�WKH�UHTXLUHPHQWV�
IRU�GDWD�GHVWUXFWLRQ��5HGDFWLRQ�LV�VSHFLILFDOO\�H[FOXGHG�DV�D�PHDQV�RI�GDWD�
GHVWUXFWLRQ��

�F�� 8SRQ�UHTXHVW��&RQWUDFWRU�VKDOO�SURYLGH�WKH�($�ZLWK�D�ZULWWHQ�FHUWLILFDWLRQ�RI�
WKH� VHFXUH� GHOHWLRQ� DQG�RU� GHVWUXFWLRQ� RI� 3,,� KHOG� E\� WKH� &RQWUDFWRU� RU�
6XEFRQWUDFWRUV��

�G�� 7R� WKH� H[WHQW� WKDW� &RQWUDFWRU� DQG�RU� LWV� VXEFRQWUDFWRUV� FRQWLQXH� WR� EH� LQ�
SRVVHVVLRQ�RI� DQ\� GH�LGHQWLILHG�GDWD� �L�H��� GDWD� WKDW� KDV� KDG�DOO� GLUHFW� DQG�
LQGLUHFW� LGHQWLILHUV� UHPRYHG��� WKH\� DJUHH� QRW� WR� DWWHPSW� WR� UH�LGHQWLI\� GH��
LGHQWLILHG�GDWD�DQG�QRW�WR�WUDQVIHU�GH�LGHQWLILHG�GDWD�WR�DQ\�SDUW\��

�
����&RPPHUFLDO�RU�0DUNHWLQJ�8VH�3URKLELWLRQ��

&RQWUDFWRU�DJUHHV� WKDW� LW�ZLOO� QRW� VHOO�3,,� RU�XVH�RU�GLVFORVH�3,,� IRU�D�&RPPHUFLDO� RU�
0DUNHWLQJ�3XUSRVH��

�
����(QFU\SWLRQ��

&RQWUDFWRU�VKDOO�XVH�LQGXVWU\�VWDQGDUG�VHFXULW\�PHDVXUHV�LQFOXGLQJ�HQFU\SWLRQ�SURWRFROV�
WKDW�FRPSO\�ZLWK�1HZ�<RUN�ODZ�DQG�UHJXODWLRQV�WR�SUHVHUYH�DQG�SURWHFW�3,,��&RQWUDFWRU�
PXVW�HQFU\SW�3,,�DW�UHVW�DQG�LQ�WUDQVLW�LQ�DFFRUGDQFH�ZLWK�DSSOLFDEOH�1HZ�<RUN�ODZV�DQG�
UHJXODWLRQV��

�
����%UHDFK��

�D�� &RQWUDFWRU� VKDOO� SURPSWO\� QRWLI\� WKH� ($� RI� DQ\� %UHDFK� RI� 3,,� ZLWKRXW�
XQUHDVRQDEOH�GHOD\�QR�ODWHU�WKDQ�VHYHQ�����FDOHQGDU�GD\V�DIWHU�GLVFRYHU\�RI�
WKH�%UHDFK��1RWLILFDWLRQV�UHTXLUHG�SXUVXDQW�WR�WKLV�VHFWLRQ�PXVW�EH�LQ�ZULWLQJ��
JLYHQ� E\� SHUVRQDO� GHOLYHU\�� H�PDLO� WUDQVPLVVLRQ� �LI� FRQWDFW� LQIRUPDWLRQ� LV�
SURYLGHG�IRU�WKH�VSHFLILF�PRGH�RI�GHOLYHU\���RU�E\�UHJLVWHUHG�RU�FHUWLILHG� PDLO��
DQG�PXVW�WR�WKH�H[WHQW�DYDLODEOH�� LQFOXGH�D�GHVFULSWLRQ�RI�WKH�%UHDFK�ZKLFK�
LQFOXGHV�WKH�GDWH�RI�WKH�LQFLGHQW�DQG�WKH�GDWH�RI�GLVFRYHU\��WKH�W\SHV�RI�3,,�
DIIHFWHG�DQG� WKH�QXPEHU� RI� UHFRUGV� DIIHFWHG�� D�GHVFULSWLRQ� RI�&RQWUDFWRU¶V�
LQYHVWLJDWLRQ��DQG�WKH�FRQWDFW�LQIRUPDWLRQ�IRU�UHSUHVHQWDWLYHV�ZKR�FDQ�DVVLVW�
WKH�($��1RWLILFDWLRQV�UHTXLUHG�E\�WKLV�VHFWLRQ�PXVW�EH�VHQW�WR�WKH�($¶V�'LVWULFW�
6XSHULQWHQGHQW�RU�RWKHU�KHDG�DGPLQLVWUDWRU�ZLWK�D�FRS\�WR�WKH�'DWD�3URWHFWLRQ�
2IILFH��9LRODWLRQV�RI�WKH�UHTXLUHPHQW�WR�QRWLI\�WKH�($�VKDOO�EH�VXEMHFW�WR�D�FLYLO�
SHQDOW\�SXUVXDQW� WR�(GXFDWLRQ� /DZ�6HFWLRQ���G��7KH�%UHDFK�RI� FHUWDLQ�3,,�
SURWHFWHG� E\� (GXFDWLRQ� /DZ� 6HFWLRQ� ��G� PD\� VXEMHFW� WKH� &RQWUDFWRU� WR�
DGGLWLRQDO�SHQDOWLHV��

�E�� 1RWLILFDWLRQV�UHTXLUHG�XQGHU�WKLV�SDUDJUDSK�PXVW�EH�SURYLGHG�WR�WKH�($�DW�WKH�
IROORZLQJ�DGGUHVV��

�
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1DPH�� %KDYLQ�*DQGKL�

7LWOH�� 'DWD�3URWHFWLRQ�2IILFHU�

$GGUHVV�� ����6��0DGLVRQ�$YHQXH��

&LW\��6WDWH��=LS�� 6SULQJ�9DOOH\��1<�������

(PDLO�� '32#HUFVG�RUJ�

��� &RRSHUDWLRQ�ZLWK�,QYHVWLJDWLRQV�
&RQWUDFWRU� DJUHHV� WKDW� LW� ZLOO� FRRSHUDWH� ZLWK� WKH� ($� DQG� ODZ� HQIRUFHPHQW�� ZKHUH
QHFHVVDU\��LQ�DQ\�LQYHVWLJDWLRQV�LQWR�D�%UHDFK�RI�GDWD�JRYHUQHG�E\�WKLV�$JUHHPHQW��$Q\
FRVWV� LQFLGHQWDO� WR� WKH� UHTXLUHG� FRRSHUDWLRQ� RU� SDUWLFLSDWLRQ� RI� WKH�&RQWUDFWRU� RU� LWV¶
$XWKRUL]HG�8VHUV��DV�UHODWHG�WR�VXFK�LQYHVWLJDWLRQV��ZLOO�EH�WKH�VROH�UHVSRQVLELOLW\�RI�WKH
&RQWUDFWRU�LI�VXFK�%UHDFK�LV�DWWULEXWDEOH�WR�&RQWUDFWRU�RU�LWV�6XEFRQWUDFWRUV�

��� 1RWLILFDWLRQ�WR�,QGLYLGXDOV�
:KHUH�D�%UHDFK�RI�3,,�RFFXUV�WKDW�LV�DWWULEXWDEOH�WR�&RQWUDFWRU��&RQWUDFWRU�VKDOO�SD\�IRU
RU�SURPSWO\�UHLPEXUVH�WKH�($�IRU�WKH�IXOO�FRVW�RI�WKH�($¶V�QRWLILFDWLRQ�WR�3DUHQWV��(OLJLEOH
6WXGHQWV�� WHDFKHUV��DQG�RU�SULQFLSDOV�� LQ�DFFRUGDQFH�ZLWK�(GXFDWLRQ�/DZ�6HFWLRQ���G
DQG���1<&55�3DUW�����

��� 7HUPLQDWLRQ�
7KH�FRQILGHQWLDOLW\�DQG�GDWD�VHFXULW\�REOLJDWLRQV�RI�WKH�&RQWUDFWRU�XQGHU�WKLV�'3$�VKDOO
VXUYLYH�DQ\�WHUPLQDWLRQ�RI�WKLV�'3$�EXW�VKDOO�WHUPLQDWH�XSRQ�&RQWUDFWRU¶V�FHUWLI\LQJ�WKDW
LW�KDV�GHVWUR\HG�DOO�3,,�

$57,&/(�,,,��3$5(17�$1'�(/,*,%/(�678'(17�3529,6,216�

�� 3DUHQW�DQG�(OLJLEOH�6WXGHQW�$FFHVV�
(GXFDWLRQ�/DZ�6HFWLRQ���G�DQG�)(53$�SURYLGH�3DUHQWV�DQG�(OLJLEOH�6WXGHQWV�WKH�ULJKW
WR� LQVSHFW� DQG� UHYLHZ� WKHLU� FKLOG
V� RU� WKH� (OLJLEOH� 6WXGHQW¶V� 6WXGHQW� 'DWD� VWRUHG� RU
PDLQWDLQHG�E\�WKH�($��7R�WKH�H[WHQW�6WXGHQW�'DWD�LV�KHOG�E\�&RQWUDFWRU�SXUVXDQW�WR�WKH
6HUYLFH�$JUHHPHQW��&RQWUDFWRU�VKDOO�UHVSRQG�ZLWKLQ�WKLUW\������FDOHQGDU�GD\V�WR�WKH�($
V
UHTXHVWV�IRU�DFFHVV�WR�6WXGHQW�'DWD�VR�WKH�($�FDQ�IDFLOLWDWH�VXFK�UHYLHZ�E\�D�3DUHQW�RU
(OLJLEOH�6WXGHQW��DQG�IDFLOLWDWH�FRUUHFWLRQV��DV�QHFHVVDU\��,I�D�3DUHQW�RU�(OLJLEOH�6WXGHQW
FRQWDFWV� &RQWUDFWRU� GLUHFWO\� WR� UHYLHZ� DQ\� RI� WKH� 6WXGHQW� 'DWD� KHOG� E\� &RQWUDFWRU
SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��&RQWUDFWRU�VKDOO�SURPSWO\�QRWLI\�WKH�($�DQG�UHIHU
WKH�3DUHQW�RU�(OLJLEOH�6WXGHQW�WR�WKH�($�

�� %LOO�RI�5LJKWV�IRU�'DWD�3ULYDF\�DQG�6HFXULW\�
$V�UHTXLUHG�E\�(GXFDWLRQ�/DZ�6HFWLRQ���G��WKH�3DUHQWV�%LOO�RI�5LJKWV�IRU�'DWD�3ULYDF\
DQG�6HFXULW\�DQG�WKH�VXSSOHPHQWDO�LQIRUPDWLRQ�IRU�WKH�6HUYLFH�$JUHHPHQW�DUH�LQFOXGHG
DV�([KLELW�$�DQG�([KLELW�%��UHVSHFWLYHO\��DQG�LQFRUSRUDWHG�LQWR�WKLV�'3$��&RQWUDFWRU�VKDOO
FRPSOHWH�DQG�VLJQ�([KLELW�%�DQG�DSSHQG� LW� WR� WKLV�'3$��3XUVXDQW� WR�(GXFDWLRQ�/DZ
6HFWLRQ���G��WKH�($�LV�UHTXLUHG�WR�SRVW�WKH�FRPSOHWHG�([KLELW�%�RQ�LWV�ZHEVLWH�
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$57,&/(�,9��0,6&(//$1(286�

�� 3ULRULW\�RI�$JUHHPHQWV�DQG�3UHFHGHQFH�
,Q�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�DQG�DPRQJ�WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKLV�'3$�
LQFOXGLQJ� DOO� ([KLELWV� DWWDFKHG� KHUHWR� DQG� LQFRUSRUDWHG� KHUHLQ� DQG� WKH� 6HUYLFH�
$JUHHPHQW��WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKLV�'3$�VKDOO�JRYHUQ�DQG�SUHYDLO��VKDOO�VXUYLYH�
WKH� WHUPLQDWLRQ�RI� WKH�6HUYLFH�$JUHHPHQW� LQ� WKH�PDQQHU�VHW� IRUWK�KHUHLQ�� DQG�VKDOO�
VXSHUVHGH�DOO�SULRU�FRPPXQLFDWLRQV��UHSUHVHQWDWLRQV��RU�DJUHHPHQWV��RUDO�RU�ZULWWHQ��
E\�WKH�3DUWLHV�UHODWLQJ�WKHUHWR��

�� ([HFXWLRQ�
7KLV� '3$� PD\� EH� H[HFXWHG� LQ� RQH� RU� PRUH� FRXQWHUSDUWV�� DOO� RI� ZKLFK� VKDOO� EH
FRQVLGHUHG�RQH�DQG�WKH�VDPH�GRFXPHQW��DV�LI�DOO�SDUWLHV�KDG�H[HFXWHG�D�VLQJOH�RULJLQDO�
GRFXPHQW��DQG�PD\�EH�H[HFXWHG�XWLOL]LQJ�DQ�HOHFWURQLF�VLJQDWXUH�DQG��RU�HOHFWURQLF�
WUDQVPLWWDO��DQG�HDFK�VLJQDWXUH�WKHUHWR�VKDOO�EH�DQG�FRQVWLWXWH�DQ�RULJLQDO�VLJQDWXUH��
DV�LI�DOO�SDUWLHV�KDG�H[HFXWHG�D�VLQJOH�RULJLQDO�GRFXPHQW��

('8&$7,21$/�$*(1&<� &2175$&725�

%<�� %<��

'DWH�� 'DWH����������

'LUHFWRU�RI�,QIRUPDWLRQ�7HFKQRORJ\
�

%KDYLQ�*DQGKL



3DJH���

(DVW�5DPDSR�'3$�

(;+,%,7�$���(GXFDWLRQ�/DZ����G�%LOO�RI�5LJKWV�IRU�'DWD�3ULYDF\�DQG�6HFXULW\�

7KH� (DVW� 5DPDSR� &HQWUDO� 6FKRRO� 'LVWULFW�� LQ� UHFRJQLWLRQ� RI� WKH� ULVN� RI� LGHQWLW\� WKHIW� DQG�
XQZDUUDQWHG� LQYDVLRQ� RI� SULYDF\�� DIILUPV� LWV� FRPPLWPHQW� WR� VDIHJXDUGLQJ� VWXGHQW� SHUVRQDOO\�
LGHQWLILDEOH� LQIRUPDWLRQ� LQ� HGXFDWLRQDO� UHFRUGV� IURP� XQDXWKRUL]HG� DFFHVV� RU� GLVFORVXUH� LQ�
DFFRUGDQFH�ZLWK�(GXFDWLRQ�/DZ�����G��DQG�DOO�RWKHU�DSSOLFDEOH�6WDWH�DQG�)HGHUDO�ODZV��

7KH�(DVW�5DPDSR�&HQWUDO�6FKRRO�'LVWULFW�HVWDEOLVKHV�WKH�IROORZLQJ�3DUHQWV¶�%LOO�RI�5LJKWV�LQ�ZKLFK�
SDUHQWV��OHJDO�JXDUGLDQV��SHUVRQV�LQ�SDUHQWDO�UHODWLRQVKLSV��DQG�RU�(OLJLEOH�6WXGHQWV��FDQ�H[SHFW�
WKH�IROORZLQJ��

�� $�VWXGHQW¶V�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ��3,,��FDQQRW�EH�VROG�RU�UHOHDVHG�IRU�DQ\
&RPPHUFLDO�RU�0DUNHWLQJ�SXUSRVH��3,,��DV�GHILQHG�E\�(GXFDWLRQ�/DZ�����G�DQG�WKH
)DPLO\�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW���)(53$����LQFOXGHV�GLUHFW�LGHQWLILHUV�VXFK
DV�D�VWXGHQW¶V�QDPH�RU�LGHQWLILFDWLRQ�QXPEHU��SDUHQW¶V�QDPH��RU�DGGUHVV��DQG�LQGLUHFW
LGHQWLILHUV�VXFK�DV�D�VWXGHQW¶V�GDWH�RI�ELUWK��ZKLFK�ZKHQ� OLQNHG�WR�RU�FRPELQHG�ZLWK
RWKHU�LQIRUPDWLRQ�FDQ�EH�XVHG�WR�GLVWLQJXLVK�RU�WUDFH�D�VWXGHQW¶V�LGHQWLW\��3OHDVH�VHH
)(53$¶V�UHJXODWLRQV�DW����&)5������IRU�D�PRUH�FRPSOHWH�GHILQLWLRQ�

�� 7KH�ULJKW�WR�LQVSHFW�DQG�UHYLHZ�WKH�FRPSOHWH�FRQWHQWV�RI�WKH�VWXGHQW¶V�HGXFDWLRQ�UHFRUG
VWRUHG�RU�PDLQWDLQHG�E\�DQ�HGXFDWLRQDO�DJHQF\��7KLV�ULJKW�PD\�QRW�DSSO\�WR�3DUHQWV�RI
DQ�(OLJLEOH�6WXGHQW�

�� 6WDWH�DQG� IHGHUDO�ODZV�VXFK�DV�(GXFDWLRQ�/DZ�����G��WKH�&RPPLVVLRQHU�RI�(GXFDWLRQ¶V
5HJXODWLRQV�DW���1<&55�3DUW������)(53$�DW����8�6�&������J�����&)5�3DUW� ����
&KLOGUHQ
V�2QOLQH�3ULYDF\�3URWHFWLRQ�$FW���&233$���DW����8�6�&����������������&)5
3DUW�������3URWHFWLRQ�RI�3XSLO�5LJKWV�$PHQGPHQW���335$���DW����8�6�&������K����
&)5�3DUW������DQG�WKH�,QGLYLGXDOV�ZLWK�'LVDELOLWLHV�(GXFDWLRQ�$FW��³,'($´��DW����8�6�&�
�����HW�VHT������&)5�3DUW�������SURWHFW�WKH�FRQILGHQWLDOLW\�RI�D�VWXGHQW¶V�LGHQWLILDEOH
LQIRUPDWLRQ�

�� 6DIHJXDUGV�DVVRFLDWHG�ZLWK�LQGXVWU\�VWDQGDUGV�DQG�EHVW�SUDFWLFHV�LQFOXGLQJ��EXW�QRW
OLPLWHG�WR��HQFU\SWLRQ��ILUHZDOOV�DQG�SDVVZRUG�SURWHFWLRQ�PXVW�EH�LQ�SODFH�ZKHQ�VWXGHQW
3,,�LV�VWRUHG�RU�WUDQVIHUUHG�

�� $� FRPSOHWH� OLVW� RI� DOO� VWXGHQW� GDWD� HOHPHQWV� FROOHFWHG� E\� 1<6('� LV� DYDLODEOH� DW
ZZZ�Q\VHG�JRY�GDWD�SULYDF\�VHFXULW\�VWXGHQW�GDWD�LQYHQWRU\�DQG�E\�ZULWLQJ� WR��&KLHI
3ULYDF\� 2IILFHU�� 1HZ� <RUN� 6WDWH� (GXFDWLRQ� 'HSDUWPHQW�� ��� :DVKLQJWRQ� $YHQXH�
$OEDQ\��1<�������

�� 7KH�ULJKW�WR�KDYH�FRPSODLQWV�DERXW�SRVVLEOH�EUHDFKHV�DQG�XQDXWKRUL]HG�GLVFORVXUHV
RI�3,,�DGGUHVVHG�� �L��&RPSODLQWV�VKRXOG�EH�VXEPLWWHG� WR� WKH�($� WR��%KDYLQ�*DQGKL�
'DWD�3URWHFWLRQ�2IILFHU�DW�'32#HUFVG�RUJ�RU����������������LL��&RPSODLQWV�PD\�DOVR
EH��VXEPLWWHG��WR��WKH��1<6��(GXFDWLRQ��'HSDUWPHQW��DW�ZZZ�Q\VHG�JRY�GDWD�SULYDF\��
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VHFXULW\�UHSRUW�LPSURSHU�GLVFORVXUH��E\�PDLO�WR��&KLHI�3ULYDF\�2IILFHU��1HZ�<RUN�6WDWH�
(GXFDWLRQ� 'HSDUWPHQW�� ��� :DVKLQJWRQ� $YHQXH�� $OEDQ\�� 1<� ������� E\� HPDLO� WR�
SULYDF\#Q\VHG�JRY��RU�E\�WHOHSKRQH�DW���������������

�� 7R� EH� QRWLILHG� LQ� DFFRUGDQFH� ZLWK� DSSOLFDEOH� ODZV� DQG� UHJXODWLRQV� LI� D� EUHDFK� RU
XQDXWKRUL]HG�UHOHDVH�RI�3,,�RFFXUV�

�� (GXFDWLRQDO�DJHQF\�ZRUNHUV�WKDW�KDQGOH�3,,�ZLOO� UHFHLYH� WUDLQLQJ�RQ�DSSOLFDEOH�VWDWH
DQG�IHGHUDO�ODZV��SROLFLHV��DQG�VDIHJXDUGV�DVVRFLDWHG�ZLWK�LQGXVWU\�VWDQGDUGV�DQG�EHVW
SUDFWLFHV�WKDW�SURWHFW�3,,�

�� (GXFDWLRQDO�DJHQF\�FRQWUDFWV�ZLWK�YHQGRUV�WKDW�UHFHLYH�3,,�ZLOO�DGGUHVV�VWDWXWRU\�DQG
UHJXODWRU\�GDWD�SULYDF\�DQG�VHFXULW\�UHTXLUHPHQWV�

&2175$&725�

6LJQDWXUH�

3ULQWHG�1DPH�

7LWOH�

'DWH��
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(;+,%,7�%�

3XUVXDQW�WR�(GXFDWLRQ�/DZ�����G�DQG�6HFWLRQ�������RI�WKH�&RPPLVVLRQHU¶V�5HJXODWLRQV��
WKH�(GXFDWLRQDO�$JHQF\��($��LV�UHTXLUHG�WR�SRVW�LQIRUPDWLRQ�WR�LWV�ZHEVLWH�DERXW�LWV�
FRQWUDFWV�ZLWK�WKLUG�SDUW\�FRQWUDFWRUV�WKDW�ZLOO�UHFHLYH�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�
�3,,���

1DPH�RI�
&RQWUDFWRU�

'HVFULSWLRQ�RI�
WKH�SXUSRVH�V��
IRU�ZKLFK�
&RQWUDFWRU�ZLOO�
UHFHLYH�DFFHVV�
3,,�

7\SH�RI�3,,�WKDW�
&RQWUDFWRU�ZLOO�
UHFHLYH�DFFHVV�

&KHFN�DOO�WKDW�DSSO\��

Ԑ 6WXGHQW�3,,

Ԑ $335�'DWD
&RQWUDFW�7HUP� &RQWUDFW�6WDUW�'DWH�

&RQWUDFW�(QG�'DWH��

6XEFRQWUDFWRU�
:ULWWHQ�
$JUHHPHQW�
5HTXLUHPHQW�

&RQWUDFWRU�ZLOO�QRW�XWLOL]H�VXEFRQWUDFWRUV�ZLWKRXW�D�ZULWWHQ�FRQWUDFW�
WKDW�UHTXLUHV�WKH�VXEFRQWUDFWRUV�WR�DGKHUH�WR��DW�D�PLQLPXP��
PDWHULDOO\�VLPLODU�GDWD�SURWHFWLRQ�REOLJDWLRQV�LPSRVHG�RQ�WKH�
FRQWUDFWRU�E\�VWDWH�DQG�IHGHUDO�ODZV�DQG�UHJXODWLRQV��DQG�WKH�
&RQWUDFW���FKHFN�DSSOLFDEOH�RSWLRQ��

Ԑ &RQWUDFWRU�ZLOO�QRW�XWLOL]H�VXEFRQWUDFWRUV�

Ԑ &RQWUDFWRU�ZLOO�XWLOL]H�VXEFRQWUDFWRUV�

'DWD�7UDQVLWLRQ�
DQG�6HFXUH�
'HVWUXFWLRQ�

8SRQ�H[SLUDWLRQ�RU�WHUPLQDWLRQ�RI�WKH�&RQWUDFW��&RQWUDFWRU�VKDOO��
� 6HFXUHO\�WUDQVIHU�GDWD�WR�($��RU�D�VXFFHVVRU�FRQWUDFWRU�DW�WKH�($¶V
RSWLRQ�DQG�ZULWWHQ�GLVFUHWLRQ��LQ�D�IRUPDW�DJUHHG�WR�E\�WKH�SDUWLHV�
� 6HFXUHO\�GHOHWH�DQG�GHVWUR\�GDWD�

&KDOOHQJHV�WR�
'DWD�$FFXUDF\� 3DUHQWV��WHDFKHUV�RU�SULQFLSDOV�ZKR�VHHN�WR�FKDOOHQJH�WKH�DFFXUDF\�

RI�3,,�ZLOO�GR�VR�E\�FRQWDFWLQJ�WKH�($��,I�D�FRUUHFWLRQ�WR�GDWD�LV�
GHHPHG�QHFHVVDU\��WKH�($�ZLOO�QRWLI\�&RQWUDFWRU��&RQWUDFWRU�DJUHHV�
WR�IDFLOLWDWH�VXFK�FRUUHFWLRQV�ZLWKLQ����GD\V�RI�UHFHLYLQJ�WKH�($¶V�
ZULWWHQ�UHTXHVW��

%,//�2)�5,*+76�)25�'$7$�35,9$&<�$1'�6(&85,7<�
6833/(0(17$/�,1)250$7,21�)25�&2175$&76�7+$7�87,/,=(�

3(5621$//<�,'(17,),$%/(�,1)250$7,21�
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6HFXUH�6WRUDJH�
DQG�'DWD�
6HFXULW\�

3OHDVH�GHVFULEH�ZKHUH�3,,�ZLOO�EH�VWRUHG�DQG�WKH�SURWHFWLRQV�WDNHQ�WR�HQVXUH�
3,,�ZLOO�EH�SURWHFWHG���FKHFN�DOO�WKDW�DSSO\��

Ԑ�8VLQJ�D�FORXG�RU�LQIUDVWUXFWXUH�RZQHG�DQG�KRVWHG�E\�D�WKLUG�SDUW\��

Ԑ�8VLQJ�&RQWUDFWRU�RZQHG�DQG�KRVWHG�VROXWLRQ�
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�

3OHDVH�GHVFULEH�KRZ�GDWD�VHFXULW\�DQG�SULYDF\�ULVNV�ZLOO�EH�PLWLJDWHG�LQ�D�
PDQQHU�WKDW�GRHV�QRW�FRPSURPLVH�WKH�VHFXULW\�RI�WKH�GDWD��

�
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(;+,%,7�&���&2175$&725¶6�'$7$�35,9$&<�$1'�
6(&85,7<�3/$1�

�� &2175$&725¶6�'$7$�35,9$&<�$1'�6(&85,7<��3/$1� �
7KH�(GXFDWLRQDO�$JHQF\��($��LV�UHTXLUHG�WR�HQVXUH�WKDW�DOO�FRQWUDFWV�ZLWK�D�WKLUG�SDUW\�
FRQWUDFWRU�LQFOXGH�D�'DWD�6HFXULW\�DQG�3ULYDF\�3ODQ��SXUVXDQW�WR�(GXFDWLRQ�/DZ�����G�
DQG�6HFWLRQ�������RI�WKH�&RPPLVVLRQHU¶V�5HJXODWLRQV��)RU�HYHU\�FRQWUDFW��WKH�
&RQWUDFWRU�PXVW�FRPSOHWH�WKH�IROORZLQJ�25�SURYLGH�D�SODQ�WKDW�PDWHULDOO\�
DGGUHVVHV�LWV�UHTXLUHPHQWV��LQFOXGLQJ�DOLJQPHQW�ZLWK�WKH�1,67�&\EHUVHFXULW\�
)UDPHZRUN��ZKLFK�LV�WKH�VWDQGDUG�IRU�HGXFDWLRQDO�DJHQF\�GDWD�SULYDF\�DQG�
VHFXULW\�SROLFLHV�LQ�1HZ�<RUN�6WDWH��

�
��

2XWOLQH�KRZ�\RX�ZLOO�LPSOHPHQW�DSSOLFDEOH�GDWD�
VHFXULW\�DQG�SULYDF\�FRQWUDFW�UHTXLUHPHQWV�RYHU�
WKH�OLIH�RI�WKH�&RQWUDFW��

�
����
�
�

�
��

6SHFLI\�WKH�DGPLQLVWUDWLYH��RSHUDWLRQDO�DQG�
WHFKQLFDO�VDIHJXDUGV�DQG�SUDFWLFHV�WKDW�\RX�
KDYH�LQ�SODFH�WR�SURWHFW�3,,��

�

�
��

$GGUHVV�WKH�WUDLQLQJ�UHFHLYHG�E\�\RXU�
HPSOR\HHV�DQG�DQ\�VXEFRQWUDFWRUV�HQJDJHG�LQ�
WKH�SURYLVLRQ�RI�VHUYLFHV�XQGHU�WKH�&RQWUDFW�RQ�
WKH�IHGHUDO�DQG�VWDWH�ODZV�WKDW�JRYHUQ�WKH�
FRQILGHQWLDOLW\�RI�3,,��

�

�
��

2XWOLQH�FRQWUDFWLQJ�SURFHVVHV�WKDW�HQVXUH�WKDW�
\RXU�HPSOR\HHV�DQG�DQ\�VXEFRQWUDFWRUV�DUH�
ERXQG�E\�ZULWWHQ�DJUHHPHQW�WR�WKH�
UHTXLUHPHQWV�RI�WKH�&RQWUDFW��DW�D�PLQLPXP��

�
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6SHFLI\�KRZ�\RX�ZLOO�PDQDJH�DQ\�GDWD�
VHFXULW\�DQG�SULYDF\�LQFLGHQWV�WKDW�LPSOLFDWH�
3,,�DQG�GHVFULEH�DQ\�VSHFLILF�SODQV�\RX�KDYH�
LQ�SODFH�WR�LGHQWLI\�EUHDFKHV�DQG�RU�
XQDXWKRUL]HG�GLVFORVXUHV��DQG�WR�PHHW�\RXU�
REOLJDWLRQV�WR�UHSRUW�LQFLGHQWV�WR�WKH�($��

�

�
��

'HVFULEH�KRZ�GDWD�ZLOO�EH�WUDQVLWLRQHG�WR�WKH�
($�ZKHQ�QR�ORQJHU�QHHGHG�E\�\RX�WR�PHHW�
\RXU�FRQWUDFWXDO�REOLJDWLRQV��LI�DSSOLFDEOH��

�

�
��

'HVFULEH�\RXU�VHFXUH�GHVWUXFWLRQ�SUDFWLFHV�
DQG�KRZ�FHUWLILFDWLRQ�ZLOO�EH�SURYLGHG�WR�WKH�
($��

�

�
��

2XWOLQH�KRZ�\RXU�GDWD�VHFXULW\�DQG�
SULYDF\�SURJUDP�SUDFWLFHV�DOLJQ�ZLWK�WKH�
($¶V�DSSOLFDEOH�SROLFLHV��

�

�
��

2XWOLQH�KRZ�\RXU�GDWD�VHFXULW\�DQG�SULYDF\�
SURJUDP�SUDFWLFHV�PDWHULDOO\�DOLJQ�ZLWK�WKH�
1,67�&6)�Y�����

KWWSV���ZZZ�QLVW�JRY�F\EHUIUDPHZRUN�QHZ�
IUDPHZRUN�

����

�



5HYLVHG���������

'DWD�6HFXULW\�DQG�3ULYDF\�DW�%RRN1RRN
,Q�RUGHU�WR�GHOLYHU�D�FXVWRPL]HG�OHDUQLQJ�H[SHULHQFH��%RRN1RRN�QHHGV�WR�FROOHFW�DQG�KDQGOH
SULYDWH�VWXGHQW�GDWD��:H�UHVSHFW�WKH�VHQVLWLYLW\�RI�WKLV�LQIRUPDWLRQ�DQG�WUHDW�GDWD�VHFXULW\�DV�D
WRS�SULRULW\�

%RRN1RRN�LPSOHPHQWV�SUDFWLFHV�FRYHULQJ�WKH�SUHYHQWLRQ��GHWHFWLRQ�DQG�UHVSRQVH�WR�VHFXULW\
FRQFHUQV�WKDW�ZH�UHJXODUO\�DOLJQ�ZLWK�WKH 1,67�&\EHUVHFXULW\ )UDPHZRUN��)RU�DGGLWLRQDO
LQIRUPDWLRQ�DERXW�%RRN1RRN
V�GDWD�SUDFWLFHV��SOHDVH�UHIHU�WR�RXU 3ULYDF\�3ROLF\ DQG 7HUPV�RI
8VH�

%RRN1RRN�ZRUNV�ZLWK�SDUWQHULQJ�/($V�WR�MRLQWO\�HQVXUH�FRPSOLDQFH�ZLWK�WKH�)DPLO\�(GXFDWLRQ
5HFRUGV�3ULYDF\�$FW�RI�������³)(53$´��UHJXODWLRQV��DQG�DOO�RWKHU�DSSOLFDEOH�IHGHUDO��VWDWH��DQG
ORFDO�UHTXLUHPHQWV�WR�SURWHFW�WKH�FRQILGHQWLDOLW\�RI�HGXFDWLRQDO�UHFRUGV��SURYLGH�HOLJLEOH�SDUWLHV
WKH�RSSRUWXQLW\�WR�DFFHVV�DQG�UHYLHZ�VXFK�UHFRUGV��DQG�OLPLW�IXUWKHU�GLVFORVXUH�RI�SHUVRQDO
LQIRUPDWLRQ�RQO\�DV�QHFHVVDU\�WR�VXSSRUW�WKH�7($�HGXFDWLRQDO�SXUSRVHV�OLPLWHG�WR�WKH
$JUHHPHQW�

%RRN1RRN¶V�WXWRUV��XVLQJ�D�WDEOHW�EDVHG�SURJUDP��ZLOO�DVVLVW�VWXGHQWV�LQ���RQ���DQG�VPDOO�JURXS
UHDGLQJ�DQG�PDWK�LQWHUYHQWLRQ��7XWRUV�SURYLGH�ERWK�YLUWXDO�DQG�RQ�VLWH�VWUXFWXUHG�LQVWUXFWLRQDO
DFWLYLWLHV�EDVHG�RQ�SURYHQ�EHVW�SUDFWLFHV�IRU�VWXGHQWV�LQ�JUDGHV�.�����,Q�RUGHU�IRU�%RRN1RRN�WR
HIIHFWXDWH�LWV�VHUYLFH��%RRN1RRN�UHTXLUHV�WKH�XVH�RI�VWXGHQW�GDWD�IURP�SDUWQHULQJ�/($V�

&RPSOLDQFH�ZLWK�)DPLO\�(GXFDWLRQDO�5LJKWV�DQG
3ULYDF\�$FW

7KH�GDWD�WR�EH�VKDUHG�XQGHU�WKLV�$JUHHPHQW�LQFOXGHV�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ��³3,,´�
RI�VWXGHQWV�DV�GHILQHG�XQGHU�WKH�)DPLO\�(GXFDWLRQ�5HFRUGV�3ULYDF\�$FW�RI�������³)(53$´���VHH
���8�6�&��������J����'LVFORVXUH�LV�SHUPLWWHG�EHFDXVH�%RRN1RRN��³5HFLSLHQW´��LV�D�FRQWUDFWRU�WR
ZKRP�WKH�SDUWQHULQJ�/($�KDV�RXWVRXUFHG�LQVWLWXWLRQDO�VHUYLFHV�RU�IXQFWLRQV��VXFK�WKDW�LW�LV
³DFWLQJ�IRU´�WKH�SDUWQHULQJ�/($�DQG�LV�����SHUIRUPLQJ�DQ�LQVWLWXWLRQDO�VHUYLFH�RU�IXQFWLRQ�IRU�ZKLFK
WKH�SDUWQHULQJ�/($V�ZRXOG�RWKHUZLVH�XVH�HPSOR\HHV��LV�����,V�XQGHU�WKH�GLUHFW�FRQWURO�RI
SDUWQHULQJ�/($V�ZLWK�UHVSHFW�WR�WKH�XVH�DQG�PDLQWHQDQFH�RI�HGXFDWLRQ�UHFRUGV��DQG�����LV
VXEMHFW�WR�WKH�UHTXLUHPHQWV�RI����&�)�5����������D��JRYHUQLQJ�WKH�XVH�DQG�UHGLVFORVXUH�RI
SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�IURP�HGXFDWLRQ�UHFRUGV�LQ�WKDW�%RRN1RRN�KHUHE\�DJUHHV�WKDW�
H[FHSW�DV�SHUPLWWHG�WR�GR�VR�E\�)(53$�RU�LWV�DFFRPSDQ\LQJ�UHJXODWLRQV��LW�ZLOO�QRW�GLVFORVH�WKH
SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�WKDW�LW�UHFHLYHV�XQGHU�WKLV�DJUHHPHQW�DQG�WKDW�LV�VXEMHFW�WR
)(53$�WR�DQ\�RWKHU�SDUW\�ZLWKRXW�WKH�SULRU�FRQVHQW�RI�WKH�SDUHQW�RU�HOLJLEOH�VWXGHQW�
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&RPSOLDQFH�ZLWK�&KLOGUHQ¶V�2QOLQH�3ULYDF\
3URWHFWLRQ�$FW
7R�WKH�H[WHQW�%RRN1RRN�VKDOO�EH�REWDLQLQJ�GDWD�GLUHFWO\�IURP�VWXGHQWV�XQGHU�DJH�����%RRN1RRN
DJUHHV�WR�FRPSO\�ZLWK�DQ\�DOO�DSSOLFDEOH�REOLJDWLRQV��LI�DSSOLFDEOH��RI�WKH�&KLOGUHQ¶V�2QOLQH
3ULYDF\�3URWHFWLRQ�$FW�����8�6�&���������±������

%RRN1RRN�DQG�/($�5HVSRQVLELOLWLHV
%RRN1RRN�DJUHHV�WR�

�D� 3URYLGH�WKH�VFKRRO�DQG�DGPLQLVWUDWLRQ�ZLWK�DQ\�UHDVRQDEO\�UHTXHVWHG�GDWD�DQG
LQIRUPDWLRQ�RQ�VWXGHQW�DWWHQGDQFH��DFWLYLWLHV��DQG�SHUIRUPDQFH�ZLWK�UHVSHFW�WR
%RRN1RRN¶V�SODWIRUP�DQG�VHUYLFHV��DQG

�E� 3URYLGH�WKH�VFKRRO�DQG�DGPLQLVWUDWLRQ�ZLWK�RQJRLQJ�VWXGHQW�SURJUHVV�GDWD�ZKLOH�XVLQJ
WKH�%RRN1RRN�SODWIRUP�DQG�VHUYLFHV�

3DUWQHULQJ�/($V�DJUHH�WR�

�D� 3URYLGH�GDWD�RQ�VWXGHQWV�SDUWLFLSDWLQJ�LQ�WKH�SURJUDP�WR�%RRN1RRN�IRU�WKH�SXUSRVHV�RI
HQUROOLQJ�VWXGHQWV�LQ�WKH�%RRN1RRN�V\VWHP��PRQLWRULQJ�SURJUHVV��DQG�PHDVXULQJ
RXWFRPHV�

�E� 8SRQ�%RRN1RRN¶V�UHDVRQDEOH�UHTXHVW��SURYLGH�%RRN1RRN�ZLWK�RWKHU�VWXGHQW�LQIRUPDWLRQ
VXFK�DV�SDUHQW�FRQWDFW�LQIRUPDWLRQ��GHPRJUDSKLF�LQIRUPDWLRQ��DQG�TXDOLWDWLYH�LQIRUPDWLRQ
RQ�DFDGHPLF�SHUIRUPDQFH�

�F� 8SRQ�%RRN1RRN¶V�UHDVRQDEOH�UHTXHVW��SURYLGH�%RRN1RRN�ZLWK�VWXGHQW�UHDGLQJ
DFKLHYHPHQW�GDWD�IURP�GLVWULFW�DGPLQLVWHUHG�DVVHVVPHQWV�

%RRN1RRN¶V�5HVSRQVLELOLWLHV

%RRN1RRN�LV�UHVSRQVLEOH�IRU�

�� 6FRSH�RI�$FFHVV���%RRN1RRN�VKDOO�REWDLQ�DFFHVV�WR�RQO\�WKRVH�HGXFDWLRQ�UHFRUGV�LQ
ZKLFK�WKH\�KDYH�OHJLWLPDWH�HGXFDWLRQDO�LQWHUHVWV�

�� &RPSOLDQFH���$OO�%RRN1RRN�HPSOR\HHV��FRQWUDFWRUV��DQG�DJHQWV�RI�DQ\�NLQG�VKDOO�FRPSO\
ZLWK�DOO�DSSOLFDEOH�SURYLVLRQV�RI�WKLV�$JUHHPHQW��)(53$�DQG�&233$�DQ\�RWKHU�VWDWH�RU



IHGHUDO�ODZV�ZLWK�UHVSHFW�WR�WKH�GDWD�VKDUHG�XQGHU�WKLV�$JUHHPHQW���1RWKLQJ�LQ�WKLV
SDUDJUDSK�DXWKRUL]HV�VKDULQJ�GDWD�SURYLGHG�XQGHU�WKLV�$JUHHPHQW�ZLWK�DQ\�RWKHU�HQWLW\
IRU�DQ\�SXUSRVH�RWKHU�WKDQ�FRPSOHWLQJ�WKH�%RRN1RRN¶V�ZRUN�XQGHU�WKLV�$JUHHPHQW�

�� 6WRUDJH���%RRN1RRN�VKDOO�PDLQWDLQ�DOO�GDWD�REWDLQHG�SXUVXDQW�WR�WKLV�$JUHHPHQW�LQ�D
VHFXUH�FRPSXWHU�HQYLURQPHQW�DQG�QRW�FRS\��UHSURGXFH�RU�WUDQVPLW�GDWD�REWDLQHG
SXUVXDQW�WR�WKLV�$JUHHPHQW�H[FHSW�DV�QHFHVVDU\�WR�IXOILOO�WKH�SXUSRVH�RI�WKH�RULJLQDO
UHTXHVW���$OO�FRSLHV�RI�GDWD�RI�DQ\�W\SH��LQFOXGLQJ�DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�WR�GDWD
IURP�DQ\�VRXUFH�WKDW�FRQWDLQV�LQIRUPDWLRQ�UHJDUGLQJ�LQGLYLGXDO�VWXGHQWV��DUH�VXEMHFW�WR
WKH�SURYLVLRQV�RI�WKLV�$JUHHPHQW�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�GDWD��7KH�DELOLW\�WR
DFFHVV�RU�PDLQWDLQ�GDWD�XQGHU�WKLV�$JUHHPHQW�VKDOO�QRW�XQGHU�DQ\�FLUFXPVWDQFHV
WUDQVIHU�IURP�WKH�%RRN1RRN�WR�DQ\�RWKHU�LQVWLWXWLRQ�RU�HQWLW\�RU�XQDXWKRUL]HG�LQGLYLGXDO�RU
DJHQW���'DWD�IURP�SDUWQHULQJ�/($V�VKDOO�QRW�EH�WDNHQ�RXWVLGH�WKH�8QLWHG�6WDWHV�

�� 3XEOLFDWLRQ���%RRN1RRN�VKDOO�QRW�GLVFORVH�DQ\�GDWD�REWDLQHG�XQGHU�WKLV�$JUHHPHQW�LQ�D
PDQQHU�WKDW�FRXOG�LGHQWLI\�DQ�LQGLYLGXDO�VWXGHQW��H[FHSW�DV�DXWKRUL]HG�E\�)(53$��WR�DQ\
RWKHU�HQWLW\���%RRN1RRN�PD\�SXEOLVK�UHVXOWV�RI�JHQHUDO�LQIRUPDWLRQ��H�J���VFRSH�RI
SDUWLFLSDWLRQ���EXW�VSHFLILFDOO\�DJUHHV�WR�GHOHWH�DQ\�GDWD�LWHPV�WKDW�LQFOXGH�SHUVRQDOO\
LGHQWLILDEOH�VWXGHQW�LQIRUPDWLRQ��DQG�WR�UHTXLUH�DOO�HPSOR\HHV��FRQWUDFWRUV�DQG�DJHQWV�RI
DQ\�NLQG�WR�DOVR�DELGH�E\�WKLV�SDUDJUDSK�

�� 'DWD�7UDQVIHU���'DWD�SURYLGHG�XQGHU�WKLV�$JUHHPHQW�VKDOO�EH�WUDQVIHUUHG�YLD�D�VHFXUH
DQG�SULYDWH�FKDQQHO�

�� 3URKLELWHG�'LVFORVXUH���%RRN1RRN�VKDOO�QRW�SURYLGH�DQ\�GDWD�REWDLQHG�XQGHU�WKLV
$JUHHPHQW�WR�DQ\�SDUW\�LQHOLJLEOH�WR�UHFHLYH�GDWD�SURWHFWHG�E\�)(53$�RU�SURKLELWHG�IURP
UHFHLYLQJ�GDWD�IURP�DQ\�HQWLW\�E\�YLUWXH�RI�D�ILQGLQJ�XQGHU�6HFWLRQV�������F����G���RU��H��RI
7LWOH�����&RGH�RI�)HGHUDO�5HJXODWLRQV�

�� 'HVWUXFWLRQ�RI�'DWD���%RRN1RRN�VKDOO�GHVWUR\�DOO�SHUVRQDOO\�LGHQWLILDEOH�GDWD�ZLWKLQ�VL[����
PRQWKV�LI�WKLV�$JUHHPHQW�LV�WHUPLQDWHG�IRU�DQ\�UHDVRQ�

�� $VVLJQPHQW�6XEFRQWUDFWRUV���%RRN1RRN�VKDOO�QRW�DVVLJQ�RU�VXEFRQWUDFW�WKLV�$JUHHPHQW
WR�DQ\�RWKHU�HQWLW\�ZLWKRXW�WKH�H[SUHVV�ZULWWHQ�FRQVHQW�RI�WKH�SDUWQHULQJ�/($V�

�� $XWKRUL]HG�5HSUHVHQWDWLYH���7KH�3DUWLHV�VKDOO�GHVLJQDWH�LQ�ZULWLQJ�D�VLQJOH�DXWKRUL]HG
UHSUHVHQWDWLYH�IURP�HDFK�RUJDQL]DWLRQ�ZKR�ZLOO�EH�DEOH�WR�VHQG�DQG�UHTXHVW�GDWD�XQGHU
WKLV�$JUHHPHQW���7KH�DXWKRUL]HG�UHSUHVHQWDWLYHV�VKDOO�EH�UHVSRQVLEOH�IRU�WUDQVPLWWLQJ�DOO
GDWD�UHTXHVWV�DQG�PDLQWDLQLQJ�D�ORJ�RU�RWKHU�UHFRUG�RI�DOO�GDWD�UHTXHVWHG�DQG�UHFHLYHG
SXUVXDQW�WR�WKLV�$JUHHPHQW��LQFOXGLQJ�FRQILUPDWLRQ�RI�WKH�FRPSOHWLRQ�RI�DQ\�SURMHFWV�DQG
WKH�UHWXUQ�RU�GHVWUXFWLRQ�GDWD�DV�UHTXLUHG�E\�WKLV�$JUHHPHQW���7KH�SDUWQHULQJ�/($�RU�LWV
DJHQWV�PD\�XSRQ�UHTXHVW�UHYLHZ�WKH�UHFRUGV�UHTXLUHG�WR�EH�NHSW�XQGHU�WKLV�VHFWLRQ�



&RQWURO�RYHU�\RXU�GDWD
%RRN1RRN�RQO\�VWRUHV�VWXGHQW�GDWD�IRU�WKH�GXUDWLRQ�WKDW�LW�LV�QHFHVVDU\�WR�IXOILOO�RXU�VHUYLFHV�IRU
VWXGHQWV��,QIRUPDWLRQ�ZH�FROOHFW�RQ�UHDGLQJ�SURJUHVV�PD\�EH�SHUVLVWHG�IRU�UHVHDUFK�SXUSRVHV�
EXW�RQO\�DIWHU�LW�LV�FRPSOHWHO\�DQRQ\PL]HG�DQG�DOO�VWXGHQW�3,,�LV�UHPRYHG�

:H�ZLOO�QHYHU�VHOO�RU�GLVFORVH�VWXGHQW�LQIRUPDWLRQ�ZLWKRXW�H[SUHVV�SHUPLVVLRQ��DQG�GDWD�ZLOO�EH
GHOHWHG�RU�UHWXUQHG�SHU�DQ\�DJUHHPHQWV�ZLWK�FXVWRPHUV��:H�KRQRU��ULJKW�WR�IRUJHW��UHTXHVWV�
DQG�XVHUV�FDQ�HPDLO�SULYDF\#ERRNQRRNOHDUQLQJ�FRP�WR�UHWULHYH�RU�GHVWUR\�WKHLU�SHUVRQDO�GDWD�

'DWD�5HWHQWLRQ�DQG�'HVWUXFWLRQ
:KHQ�D�OLFHQVH�DJUHHPHQW�LV�XS�IRU�UHQHZDO��%RRN1RRN�SURYLGHV�FXVWRPHUV�D����GD\�JUDFH
SHULRG�SULRU�WR�VFKHGXOLQJ�GDWD�IRU�UHPRYDO��:H�SURYLGH�WKHVH�RSWLRQV�WR�HQVXUH�ZH�ZLOO�EH�DEOH
WR�UHVWRUH�DFFHVV�WR�WKH�GDWD�VKRXOG�WKHUH�EH�D�ODSVH�LQ�WLPH�EHWZHHQ�WKH�FRQWUDFWXDO�HQG�GDWH
DQG�WKH�UHQHZDO�SURFHVVLQJ�

)ROORZLQJ�WKH����GD\�JUDFH�SHULRG��WKH�GDWD�ZLOO�EH�UHPRYHG�IURP�2XU�SULPDU\�GDWD�VWRUDJH
ZLWKLQ����GD\V�DQG�RXU�EDFNXSV�ZLWKLQ����GD\V�

3URGXFW�VHFXULW\
5ROH�EDVHG�$FFHVV�&RQWUROV
%RRN1RRN�LPSOHPHQWV�JUDQXODU�DFFHVV�FRQWURO�OHYHOV�DELGLQJ�E\�WKH�SULQFLSOH�RI�OHDVW�SULYLOHJH�
0RVW�XVHUV�ZLOO�QRW�EH�DEOH�WR�DFFHVV�VWXGHQW�3,,�XQOHVV�LW�LV�QHHGHG�

$FFRXQW�SDVVZRUGV�DUH�VDOWHG�DQG�KDVKHG�XVLQJ�EFU\SW��DQG�ORJLQ�DWWHPSWV�DUH�OLPLWHG�WR
SURWHFW�IURP�EUXWH�IRUFH�DWWDFNV�

5HVSRQVLEOH�'LVFORVXUH
%RRN1RRN�KRVWV�DQ�DFWLYH�EXJ�ERXQW\�SURJUDP�WR�UHZDUG�H[WHUQDO�VHFXULW\�UHVHDUFKHUV�IRU
UHSRUWLQJ�YXOQHUDELOLWLHV��3OHDVH�GLUHFW�LQTXLULHV�WR�VHFXULW\#ERRNQRRNOHDUQLQJ�FRP

,QIUDVWUXFWXUH�6HFXULW\
2XU�LQIUDVWUXFWXUH�VHFXULW\�HIIRUWV�IRFXV�RQ�DFFHOHUDWLQJ�WKH�SDFH�RI�RXU�HQJLQHHULQJ�WHDPV�E\
SURYLGLQJ�WKH�XQGHUO\LQJ�WRROV��V\VWHPV��SURFHVVHV��DQG�NQRZOHGJH�UHVRXUFHV�WR�EXLOG�VHFXUH
DQG�SULYDF\�SURWHFWLQJ�V\VWHPV�



$OO�RI�%RRN1RRN
V�LQIUDVWUXFWXUH�UXQV�LQ�WKH�FORXG��2XU�SULPDU\�FORXG�SURYLGHU��$:6��FRQIRUPV�WR
VHFXULW\�VWDQGDUGV�LQFOXGLQJ�62&���66$(����,6$(�������62&����3&,�'66�/HYHO����,62�������
DQG�),60$��6HH KWWSV���DZV�DPD]RQ�FRP�FRPSOLDQFH� IRU�PRUH�GHWDLOV�

9XOQHUDELOLW\�'HWHFWLRQ
%RRN1RRN�UHJXODUO\�XSGDWHV�RXU�RSHUDWLQJ�V\VWHPV��ODQJXDJH�UXQWLPHV��DQG�VRXUFH�OLEUDULHV�WR
WKH�ODWHVW�VXSSRUWHG�YHUVLRQV��DQG�XVHV�WRROLQJ�WR�DXWRPDWLFDOO\�GHWHFW�DQG�WULDJH�VHFXULW\�LVVXHV
LQ�RXU�GRZQVWUHDP�VRIWZDUH�GHSHQGHQF\�FKDLQ�

:H�UHJXODUO\�SHUIRUP�DXWRPDWHG�YXOQHUDELOLW\�VFDQV�WR�GHWHFW�DQ\�LVVXHV�RU�FKDQJHV�LQ�RXU
LQIUDVWUXFWXUH�

([WHUQDO�6HFXULW\�$XGLWV�DQG�3HQHWUDWLRQ�7HVWLQJ
%RRN1RRN�ZRUNV�ZLWK�DQ�H[WHUQDO�SURYLGHU�WR�SHUIRUP�UHJXODU�SHQHWUDWLRQ�WHVWLQJ�HYHU\�VL[
PRQWKV��DQG�LPPHGLDWHO\�WULDJHV�DQG�DGGUHVVHV�DQ\�YXOQHUDELOLWLHV�GLVFRYHUHG��:H�DOVR�ZRUN
ZLWK�LQGHSHQGHQW�WKLUG�SDUWLHV�WR�SHUIRUP�VHFXULW\�DXGLWV�

$YDLODELOLW\�DQG�'LVDVWHU�5HFRYHU\
2XU�UHGXQGDQW��FORXG�EDVHG�DUFKLWHFWXUH�LV�GHVLJQHG�WR�EH�KLJKO\�DYDLODEOH�DQG�UHVLOLHQW��DQG�ZH
PDLQWDLQ�������XSWLPH��6HH KWWSV���VWDWXV�ERRNQRRNOHDUQLQJ�FRP� IRU�PRUH�GHWDLOV��+HUH�
FXVWRPHUV�FDQ�RSW�LQ�WR�UHFHLYH�SURPSW�FRPPXQLFDWLRQ�LQ�WKH�HYHQW�RI�DQ\�VHUYLFH�LQWHUUXSWLRQ�

%RRN1RRN�OHYHUDJHV�DQ�$3,�JDWHZD\�WR�GHIHQG�DJDLQVW�DXWRPDWHG�'HQLDO�RI�6HUYLFH��'R6�
DWWDFNV�DJDLQVW�RXU�LQIUDVWUXFWXUH�

)RU�GLVDVWHU�UHFRYHU\�SXUSRVHV��%RRN1RRN�UHJXODUO\�JHQHUDWHV�VHFXUH�GDWD�EDFNXSV�YLD�RXU
FORXG�SURYLGHU��7KHVH�DUH�DXWRPDWLFDOO\�DQG�VHFXUHO\�GHOHWHG�DIWHU�QR�ORQJHU�WKDQ����GD\V�

'DWD�(QFU\SWLRQ
$OO�GDWD�PDLQWDLQHG�E\�WKH�%RRN1RRN�DSSOLFDWLRQ�LV�VWURQJO\�HQFU\SWHG�DW�PRWLRQ�DQG�ZKLOH�DW
UHVW��2XU�ZHE�DSSOLFDWLRQ�HQIRUFHV�7/6�HQFU\SWLRQ�IRU�WUDQVPLWWHG�GDWD��DQG�DOO�SHUVLVWHG
LQIRUPDWLRQ�LV�SURWHFWHG�E\�$(6����GDWD�HQFU\SWLRQ�DW�UHVW�

'DWD�,VRODWLRQ
2XU�VRIWZDUH�UXQV�LQ�D�VHOI�FRQWDLQHG�HQYLURQPHQW�PDQDJHG�E\�RXU�FORXG�SURYLGHU��3URFHVVHV�
PHPRU\��ILOH�V\VWHP��DQG�QHWZRUN�FRQQHFWLRQV�DUH�VWULFWO\�LVRODWHG�DQG�FRQWUROOHG��$OO�%RRN1RRN
GDWD�LV�PDLQWDLQHG�H[FOXVLYHO\�ZLWKLQ�WKH�86$��6HH�KHUH�IRU�PRUH�LQIRUPDWLRQ�
KWWSV���ZZZ�KHURNX�FRP�SROLF\�VHFXULW\

https://aws.amazon.com/compliance/
https://status.booknooklearning.com/
https://www.heroku.com/policy/security
https://www.heroku.com/policy/security


6HFUHWV�0DQDJHPHQW
6HFUHW�GDWD�VXFK�DV�SDVVZRUGV�RU�$3,�.H\V�WKDW�FRXOG�JUDQW�DFFHVV�WR�VWXGHQW�GDWD�DUH�WLJKWO\
SURWHFWHG�DW�%RRN1RRN��(PSOR\HHV�UHFHLYH�WUDLQLQJ�WR�QHYHU�VKDUH�VHFUHWV�YLD�HPDLO��VODFN��WH[W
PHVVDJH��RU�VLPLODU�SODWIRUPV��$OO�HPSOR\HHV�WKDW�PXVW�LQWHUIDFH�ZLWK�VWXGHQW�LQIRUPDWLRQ�DUH
JLYHQ�DFFHVV�WR�D�SDVVZRUG�PDQDJHU�WRRO�DQG�LQVWUXFWHG�WR�XVH�LW�IRU�VKDULQJ�VHFUHWV�DQG
PDQDJLQJ�WKHLU�SDVVZRUGV�

7KUHDW�'HWHFWLRQ
%RRN1RRN�OHYHUDJHV�DXWRPDWHG�VHFXUH�ORJJLQJ��PRQLWRULQJ��DQG�DOHUWLQJ�WRROV�WR�WUDFN�DQG
GHWHFW�DQ\�XQXVXDO�DFWLYLW\�LQ�WKH�DSSOLFDWLRQ�

,7�VHFXULW\
$Q�HIIHFWLYH�VHFXULW\�SROLF\�GHDOV�QRW�MXVW�LQ�FRGH��EXW�LQ�SHRSOH��2XU�,7�VHFXULW\�DSSURDFK�LV
GHVLJQHG�WR�PDNH�LW�HDV\�IRU�%RRN1RRN�HPSOR\HHV�WR�SHUIRUP�WKHLU�MREV�LQ�D�VDIH�DQG
WUDQVSDUHQW�PDQQHU�

$FFRXQWV
$OO�HPSOR\HHV�WKDW�QHHG�WR�LQWHUDFW�ZLWK�VWXGHQW�GDWD�DUH�LQVWUXFWHG�WR�VHFXUHO\�JHQHUDWH�DQG
VWRUH�SDVVSKUDVHV�XVLQJ�D�SDVVZRUG�PDQDJHU�WKDW�ZH�SURYLGH�

%RRN1RRN�GHILQHV�VWULFW�SROLFLHV�IRU�DOO�DFFRXQWV��VXFK�DV�HPDLO��HQIRUFLQJ���IDFWRU�DXWKRUL]DWLRQ
DQG�OHYHUDJLQJ�DXWRPDWHG�WRROLQJ�WR�DYRLG�SKLVKLQJ�DWWDFNV�

:KHQ�DQ�HPSOR\HH�OHDYHV�WKH�FRPSDQ\��DOO�DFFRXQWV�DUH�LPPHGLDWHO\�GHDFWLYDWHG�DQG�DFFHVV
WR�VHQVLWLYH�GDWD�LV�UHPRYHG�

7UDLQLQJ
%RRN1RRN�DSSUHFLDWHV�WKDW�RXU�VHFXULW\�VWDUWV�ZLWK�RXU�VWDII��DQG�SURYLGHV�UHJXODU�WUDLQLQJ�DQG
UHVRXUFHV�WR�EXLOG�D�VHFXULW\�FRQVFLRXV�FXOWXUH�

%RRN1RRN�PDLQWDLQV�GRFXPHQWDWLRQ�RQ�VHFXULW\�SUDFWLFHV��DFFRXQW�SHUPLVVLRQV�DQG�GDWD
FODVVLILFDWLRQV��DQG�DFFHVV�WR�VHQVLWLYH�LQIRUPDWLRQ�LV�OLPLWHG�WR�VSHFLILFDOO\�WUDLQHG�VWDII�

%DFNJURXQG�&KHFNV
$OO�%RRN1RRN�HPSOR\HHV�ZLWK�DFFHVV�WR�VWXGHQW�3,,�XQGHUJR�FULPLQDO�EDFNJURXQG�FKHFNV�DQG
VLJQ�DJUHHPHQWV�SURKLELWLQJ�WKH�LPSURSHU�XVH�RU�VKDULQJ�RI�FRQILGHQWLDO�LQIRUPDWLRQ�



6XEFRQWUDFWRUV
%RRN1RRN�GRHV�QRW�SURYLGH�VXEFRQWUDFWRUV�DFFHVV�WR�FRQILGHQWLDO�LQIRUPDWLRQ�ZLWKRXW�H[SUHVV
ZULWWHQ�DQG�SXEOLF�DJUHHPHQW��:H�LVRODWH�VHQVLWLYH�LQIRUPDWLRQ�IURP�GHYHORSHU�RU�WHVWLQJ
HQYLURQPHQWV��DQG�WDNH�JUHDW�FDUH�WR�DQRQ\PL]H�GDWD�DQG�SUHYHQW�GDWD�OHDNLQJ�WR
VXEFRQWUDFWRUV�ZKR�QHHG�WR�LQWHUIDFH�ZLWK�VWXGHQWV�

,QFLGHQW�0DQDJHPHQW�DQG�5HVSRQVH
%RRN1RRN�GRFXPHQWV�D�VWDQGDUG�SURFHGXUH�IRU�UHVSRQGLQJ�WR�VHFXULW\�LQFLGHQWV��:KHQ�D�GDWD
EUHDFK�LV�VXVSHFWHG��ZH�ZLOO��TXLFNO\�QRWLI\�RXU�VHFXULW\�WHDP�DQG�HVWDEOLVK�D�FHQWUDO
FRPPXQLFDWLRQ�FKDQQHO��$IWHU�DQ\�VHFXULW\�LQFLGHQW�RU�VHUYLFH�LQWHUUXSWLRQ��WKH�%RRN1RRN�WHDP
FRQGXFWV�D�WKRURXJK�SRVW�PRUWHP�DQDO\VLV�WR�LGHQWLI\�XQGHUO\LQJ�URRW�FDXVHV�RU�IROORZ�XS�ZRUN�

,Q�D�VFHQDULR�ZKHUH�%RRN1RRN�EHOLHYHV�WKDW�SULYDWH�FXVWRPHU�GDWD�FRXOG�KDYH�EHHQ�DFFHVVHG
E\�DQ�XQDXWKRUL]HG�HQWLW\��ZH�ZLOO�LPPHGLDWHO\�WDNH�VWHSV�WR�LVRODWH�WKH�HQYLURQPHQW�DQG�HQVXUH
WKDW�WKH�DWWDFNHU
V�DFFHVV�LV�UHPRYHG�IURP�WKH�V\VWHPV�LQ�TXHVWLRQ��:H�ZLOO�DQDO\]H�WKH�LQFLGHQW
WR�LGHQWLI\�WKH�H[WHQW�RI�WKH�EUHDFK�DQG�GHWHUPLQH�ZKDW�FXVWRPHUV�ZHUH�DIIHFWHG�

:H�ZLOO�QRWLI\�DIIHFWHG�FXVWRPHUV�DV�TXLFNO\�DV�SRVVLEOH��LQ�QR�JUHDWHU�WKDQ����KRXUV�IURP�WKH
EUHDFK�EHLQJ�GHWHFWHG�

,I�\RX�KDYH�DQ\�TXHVWLRQV�DERXW�%RRN1RRN
V�VHFXULW\�SURJUDP��SOHDVH�FRQWDFW�XV�DW
VHFXULW\#ERRNQRRNOHDUQLQJ�FRP�
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