
DATA PRIVACY AGREEMENT 

 Shoreham-Wading River CSD ("Educational Agency") 

and 

Boom Learning (a fictious/dba name of Omega Labs Inc.) 

This Data Privacy Agreement ("DPA") is by and between the Shoreham-Wading River Central School 

District("EA"), an Educational Agency, and Boom Learning ("Contractor"), collectively, the "Parties". 

ARTICLE I: DEFINITIONS 

As used in this DPA, the following terms shall have the following meanings: 

1. Breach: The unauthorized acquisition, access, use, or disclosure of Personally Identifiable

Information in a manner not permitted by State and federal laws, rules, and regulations, or in

a manner which compromises its security or privacy, or by or to a person not authorized to

acquire, access, use, or receive it, or a Breach of Contractor's security that leads to the

accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to

Personally Identifiable Information.

2. Commercial or Marketing Purpose: means the sale, use, or disclosure of Personally

Identifiable Information for purposes of receiving remuneration, whether directly or

indirectly; the sale, use, or disclosure of Personally Identifiable Information for advertising

purposes; or the sale, use, or disclosure of Personally Identifiable Information to develop,

improve, or market products or services to students.

3. Disclose: To permit access to, or release, transfer, or otherwise communicate personally

identifiable information by any means, including oral, written, or electronic, whether

intended or unintended.

4. Education Record: An education record as defined in the Family Educational Rights and

Privacy Act and its implementing regulations, 20 U.S.C. 1232g and 34 C.F.R. Part 99,

respectively.

5. Educational Agency: As defined in Education Law 2-d, a school district, board of cooperative

educational services, school, charter school, or the New York State Education Department.

6. Eligible Student: A student who is eighteen years of age or older.

7. Encrypt or Encryption: As defined in the Health Insurance Portability and Accountability Act

of 1996 (HIPAA) Security Rule at 45 CFR 164.304, means the use of an algorithmic process to

transform Personally Identifiable Information into an unusable, unreadable, or indecipherable

form in which there is a low probability of assigning meaning without use of a confidential

process or key.
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11. Encryption.

Contractor shall use industry standard security measures including encryption protocols that

comply with New York law and regulations to preserve and protect PII. Contractor must

encrypt PII at �est and in transit in accordance with applicable New York laws and regulations.

12. Breach.

(a) Contractor shall promptly notify the EA of any Breach of PII without unreasonable

delay no later than seven (7) business days after discovery of the Breach.

Notifications required pursuant to this section must be in writing, given by personal

delivery, e-mail transmission (if contact information is provided for the specific

mode of delivery), or by registered or certified, and must to the extent available,

include a description of the Breach which includes the date of the incident and the

date of discovery; the types of PII affected and the number of records affected; a

description of Contractor's investigation; and the contact information for

representatives who can assist the EA. Notifications required by this section must

be sent to the EA's District Superintendent or other head administrator with a copy

to the Data Protection Office. Violations of the requirement to notify the EA shall

be subject to a civil penalty pursuant to Education Law Section 2-d. The Breach of

certain PII protected by Education Law Section 2-d may subject the Contractor to

additional penalties.

(b) Notifications required under this paragraph must be provided to the EA at the

following address:

Name (optional): ___________________ _

Title/Role: _____________________ _

Address: ______________________ _

City, State, Zip: ____________________ _

Email: _______________________ _

13. Cooperation with Investigations.

Contractor agrees that it will cooperate with the EA and law enforcement, where necessary,

in any investigations into a Breach. Any costs incidental to the required cooperation or

participation of the Contractor or its Authorized Users, as related to such investigations, will

be the sole responsibility of the Contractor if such Breach is attributable to Contractor or its

Subcontractors.
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Alan Meinster

Assistant Superintendent for Curriculum, Instruction, & Assessment

250B Route 25 A

Shoreham, NY 11786





Shoreham-Wading River CSD
Kassandra Nitti

Coordinator of District Data Systems & Security 

2/15/2023




















