
DATA PRIVACY AGREEMENT 

______________ ("Educational Agency") 

and 

Boom Learning (a fictious/dba name of Omega Labs Inc.) 

This Data Privacy Agreement ("DPA") is by and between the 

__________________ ("EA"), an Educational Agency, and Boom Learning 

("Contractor"), collectively, the "Parties". 

ARTICLE I: DEFINITIONS 

As used in this DPA, the following terms shall have the following meanings: 

1. Breach: The unauthorized acquisition, access, use, or disclosure of Personally Identifiable

Information in a manner not permitted by State and federal laws, rules, and regulations, or in

a manner which compromises its security or privacy, or by or to a person not authorized to

acquire, access, use, or receive it, or a Breach of Contractor's security that leads to the

accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to

Personally Identifiable Information.

2. Commercial or Marketing Purpose: means the sale, use, or disclosure of Personally

Identifiable Information for purposes of receiving remuneration, whether directly or

indirectly; the sale, use, or disclosure of Personally Identifiable Information for advertising

purposes; or the sale, use, or disclosure of Personally Identifiable Information to develop,

improve, or market products or services to students.

3. Disclose: To permit access to, or release, transfer, or otherwise communicate personally

identifiable information by any means, including oral, written, or electronic, whether

intended or unintended.

4. Education Record: An education record as defined in the Family Educational Rights and

Privacy Act and its implementing regulations, 20 U.S.C. 1232g and 34 C.F.R. Part 99,

respectively.

5. Educational Agency: As defined in Education Law 2-d, a school district, board of cooperative

educational services, school, charter school, or the New York State Education Department.

6. Eligible Student: A student who is eighteen years of age or older.

7. Encrypt or Encryption: As defined in the Health Insurance Portability and Accountability Act

of 1996 (HIPAA) Security Rule at 45 CFR 164.304, means the use of an algorithmic process to

transform Personally Identifiable Information into an unusable, unreadable, or indecipherable

form in which there is a low probability of assigning meaning without use of a confidential

process or key.
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11. Encryption.

Contractor shall use industry standard security measures including encryption protocols that

comply with New York law and regulations to preserve and protect PII. Contractor must

encrypt PII at �est and in transit in accordance with applicable New York laws and regulations.

12. Breach.

(a) Contractor shall promptly notify the EA of any Breach of PII without unreasonable

delay no later than seven (7) business days after discovery of the Breach.

Notifications required pursuant to this section must be in writing, given by personal

delivery, e-mail transmission (if contact information is provided for the specific

mode of delivery), or by registered or certified, and must to the extent available,

include a description of the Breach which includes the date of the incident and the

date of discovery; the types of PII affected and the number of records affected; a

description of Contractor's investigation; and the contact information for

representatives who can assist the EA. Notifications required by this section must

be sent to the EA's District Superintendent or other head administrator with a copy

to the Data Protection Office. Violations of the requirement to notify the EA shall

be subject to a civil penalty pursuant to Education Law Section 2-d. The Breach of

certain PII protected by Education Law Section 2-d may subject the Contractor to

additional penalties.

(b) Notifications required under this paragraph must be provided to the EA at the

following address:

Name (optional): ___________________ _

Title/Role: _____________________ _

Address: ______________________ _

City, State, Zip: ____________________ _

Email: _______________________ _

13. Cooperation with Investigations.

Contractor agrees that it will cooperate with the EA and law enforcement, where necessary,

in any investigations into a Breach. Any costs incidental to the required cooperation or

participation of the Contractor or its Authorized Users, as related to such investigations, will

be the sole responsibility of the Contractor if such Breach is attributable to Contractor or its

Subcontractors.
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Agreement in the manner set forth herein, and shall supersede all prior communications, 

representations, or agreements, oral or written, by the Parties relating thereto. 

2. Execution.

This DPA may be executed in one or more counterparts, all of which shall be considered one and

the same document, as if all parties had executed a single original document, and may be executed 

utilizing an electronic signature and/ or electronic transmittal, and each signature thereto shall be 

and constitute an original signature, as if all parties had executed a single original document. 

EDUCATIONAL AGENCY CONTRACTOR 

,BY: 

Name: 

Title: President, Boom Learning 

Date: Date: 
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EXHIBIT A - Education Law §2-d Bill of Rights for Data Privacy and Security 

Parents (including legal guardians or persons in parental relationships) and Eligible Students (students 18 years and older) 

can expect the following: 

1. A student's personally identifiable information (PII) cannot be sold or released for any Commercial or Marketing

purpose. PII, as defined by Education Law§ 2-d and the Family Educational Rights and Privacy Act ("FERPA"), includes

direct identifiers such as a student's name or identification number, parent's name, or address; and indirect identifiers

such as a student's date of birth, which when linked to or combined with other information can be used to distinguish

or trace a student's identity. Please see FERPA's regulations at 34 CFR 99.3 for a more complete definition.

2. The right to inspect and review the complete contents of the student's education record stored or maintained

by an educational agency. This right may not apply to Parents of an Eligible Student.

3. State and federal laws such as Education Law§ 2-d; the Commissioner of Education's Regulations at 8 NYCRR Part

121, FERPA at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at 15 U.S.C. 6501-

6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h (34 CFR Part 98); and the

Individuals with Disabilities Education Act ("IDEA") at 20 U.S.C. 1400 et seq. (34 CFR Part 300); protect the

confidentiality of a student's identifiable information.

4. Safeguards associated with industry standards and best practices including, but not limited to, encryption,

firewalls and password protection must be in place when student PII is stored or transferred.

5. A complete list of all student data elements collected by NYSED is available at www.nysed.gov/data-privacy­

security/student-data-inventory and by writing to: Chief Privacy Officer, New York State Education

Department, 89 Washington Avenue, Albany, NY 12234.

6. The right to have complaints about possible breaches and unauthorized disclosures of PII addressed. (i)

Complaints should be submitted to the EA at: _____________________ _

----------------------------------· (ii) 

Complaints may also be submitted to the NYS Education Department at www.nysed.gov/data-privacy-

security/report-improper-disclosure, by mail to: Chief Privacy Officer, New York State Education Department, 

89 Washington Avenue, Albany, NY 12234; by email to privacy@nysed.gov; or by telephone at 518-474-0937. 

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of PII

occurs.

8. Educational agency workers that handle PII will receive training on applicable state and federal laws, policies,

and safeguards associated with industry standards and best practices that protect PII.

9. Educational agency contracts with vendors that receive PII will address statutory and regulatory data privacy and

security requirements.

Boom Learning 

By: Mary Oemig, President 

Date: 
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EXHIBIT B 

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY -

SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE 

INFORMATION 

Pursuant to Education Law§ 2-d and Section 121.3 of the Commissioner's Regulations, the Educational Agency 

(EA) is required to post information to its website about its contracts with third-party contractors that will 

receive Personally Identifiable Information (PII). 

Name of . Boom Learning 

Contractor 

Description of the To provide a platform for creating or using ready-made digital curricula to 

purpose(s) for assign to students, with or without student progress reporting for the 
which Contractor purposes of mastery and/or assessment. 

will 

receive/access PII 

Type of PII that 
Check all that apply: 

Contractor will 

receive/access 181 Student PII 

0 APPR Data 

Contract Term 
Contract Start Date 

Contract Ends when Contractor no longer possesses District data.

Subcontractor 
Contractor will not use Subcontractors without a written contract that 

Written 
requires the Subcontractors to adhere to, at a minimum, materially similar 

Agreement 
data protection obligations imposed on the contractor by state and federal 

Requirement 
laws and regulations, and the Contract. (check applicable option) 

D Contractor will not utilize Subcontractors. 

181 Contractor will utilize Subcontractors. 

Data Transition 
During the term and upon expiration or termination of the Contract, 

and Secure 

Destruction 
Contractor shall provide EA with self-help tools so that EA may 

• Securely transfer data to EA in .csv or .pdf format.

• Securely delete and destroy data.

Challenges to Data 
Parents, teachers or principals who seek to challenge the accuracy of PII 

Accuracy 
will do so by contacting the EA. If a correction to data is deemed necessary, 

the EA will notify Contractor. Contractor agrees to facilitate such 

corrections within 21 days of receiving the EA's written request. 
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Secure Storage 
Please describe where PII will be stored and the protections taken to ensure PII will 

and Data Security 
be protected: (check all that apply) 

l:8l Using a cloud or infrastructure owned and hosted by a third party. 

□ Using Contractor owned and hosted solution

D Other: 

Please describe how data security and privacy risks will be mitigated in a manner 

that does not compromise the security of the data: 

See the Information Security section of htt1:1s:LLwow.boomlearning.comL1:1rivacy 

Encryption Data will be encrypted while in motion and at rest. 

Boom Learning _/ 

By: Mary Oemig, President 

Date: 
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EXHIBIT B.1   
SCHEDULE OF DATA 

Category of Data Elements 

Check if 
Used by 

Your 
System 

Application 
Technology Meta 
Data 

IP Addresses of users, Use of cookies, etc. 
Other application technology meta data-Please specify: 
 platform, browser, build number 

Application Use 
Statistics Meta data on user interaction with application – Last login 

Standardized test scores 

Observation data 
Other assessment data-Please specify: 
 formative and summative as assigned by the teacher 

Attendance Student school (daily) attendance data 

Student class attendance data 
Communications Online communications captured (emails, blog entries) 
Conduct Conduct or behavioral data -  only to the extent an Educator creates 

and/or assigns a Boom Cards resource that collects such information 
Demographics Date of Birth 

Place of Birth 

Gender 

Ethnicity or race 

Language information (native, or primary language spoken by student) 
Other demographic information-Please specify: school location can be 
inferred from teacher's or student's email domain if a school account 

Enrollment Student school enrollment 
Student grade level - can be inferred if the Educator provides the 
information 
Homeroom 

Guidance counselor 
Specific curriculum programs -  may be able to be inferred from Educator 
assigned content 
Year of graduation 
Other enrollment information-Please specify: 

Address 

Assessment

Educator to publishing
Public author feedback



Category of Data Elements 

Check if 
Used by 

Your 
System 

Parent/Guardian 
Contact 
Information 

Email 

Phone 

Parent/Guardian ID Parent ID number (created to link parents to students) 
Parent/Guardian 
Name First and/or Last 

Schedule Student scheduled courses 

Teacher names -  when provided by the Educators 
Special Indicator English language learner information 

Low income status 

Medical alerts/ health data 

Student disability information 

Specialized education services (IEP or 504) 

Living situations (homeless/foster care) 
Other indicator information-Please specify: 

Student Contact 
Information 

Address 
Email -  where the Educator uses an authentication method that 
supplies an email 
Phone 

Student Identifiers Local (School district) ID number - where included in student email 
address (we do not extract it) 
State ID number 

Provider/App assigned student ID number 

Student app username 

Student app passwords - encrypted 
Student Name First and/or Last - yes as most Educators provide actual names; 

pseudonyms are allowed 
Student In App 
Performance 

Program/application performance (typing program-student types 60 
wpm, reading program-student reads below grade level) -  yes if the 
Educator assigns using student performance collection; Educators may 
avoid by using only Fastplay assignments 

Student Program 
Membership 

Academic or extracurricular activities a student may belong to or 
participate in 

Student Survey 
Responses 

Student responses to surveys or questionnaires -  when an Educator 
assigns a Boom Cards mini-app that functions as a survey or 
questionnaire 



Category of Data Elements 

Check if 
Used by 

Your 
System 

Student work Student generated content; writing, pictures, etc. -  short written 
answers; eventually student created decks 
Other student work data -Please specify:   fill in the blank; multiple 
choice; and other responsive choices 

Transcript Student course grades 

Student course data 

Student course grades/ performance scores 
Other transcript data - Please specify: 

Transportation Student bus assignment 

Student pick up and/or drop off location 

Student bus card ID number 
Other transportation data – Please specify: 



Other Please list each additional data element used, stored, or collected by your 
application: 

Required data elements for Teachers 
• Email – a unique, valid email address
• Username – globally unique string
• Password – any string; encrypted
• Teacher Nickname – any string
• Teacher name - must be a real name
• Full address - if making a purchase

 Optional data elements for Teachers 
• “classroom” data items are “optional” - they become required if a

teacher uses data processing and reporting of student performance data
features

• Classroom username – globally unique string
• Classroom password – any string. This password is not stored encrypted

as it is only an access point.
• Classroom Nickname – any string eg “Kindergarten AM” or “Algebra”
• “full address” info is required only for purchasing purposes

Required data elements for Students 
Teachers can add/delete/rename student accounts at will. 
Only teachers can reset forgotten student passwords.  

• Username – globally unique string; can be changed by student and
teacher

• Password – any string; can be changed by student and teacher;
encrypted

• Nickname – any string; can be changed by student and teacher; can be
locked by teacher; may be pseudononymous or a named identifier

Schools shall supply identifiers that comply with the school's policies. If a school 
elects to use a third party authentication service (such as Google Single or 
Microsoft Sign On), the school agrees that it may provide to Boom Learning the 
information required to authenticate students. The authenticator may deliver a 
persistent identifier, student name, student email address, and an avatar. 

Collect student progress data elements 
When students play lessons with progress reporting enabled, Boom Learning 
collects the following information: 

• Device info: (browser version, os type)
• Time spent
• Student responses.

Students cannot delete log data. 
Teachers can delete some or all student log data. 



Category of Data Elements 

Check if 
Used by 

Your 
System 

None No Student Data collected at this time. Provider will immediately notify 
LEA if this designation is no longer applicable. 
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